
Serial number of the chamber 

53 

Directory number 

2018/ 

Date of judgement 

16 February 2018 

Roll number 

2016/153/A 

Copy 

(free: Art 260, 2nd 

Registration Code) (Judicial Code, Art. 792-1090) 

Not to be presented to the recipient 

Final ruling 

DUTCH-LANGUAGE COURT OF FIRST 

INSTANCE IN BRUSSELS 

RULING 

24th CHAMBER 

Civil matters 

Presented on 

Not to be registered 



IN THE MATTER OF: 

1. Mr WILLEM DEBEUCKELAERE, acting in his capacity as CHAIRMAN OF THE BELGIAN 
COMMISSION FOR THE PROTECTION OF PRIVACY, with company number 0893.076.921 and 
its registered address at 1000 Brussels, Drukpersstraat 35, which he chooses as his domicile, 

Plaintiff, 

Herein represented by Frederic Debussere and Ruben Roex, both acting in their own name, 
and their deputy, Jos Dumortier, an advocate with offices at 1000 Brussels, Joseph 

Stevensstraat 7, 

VERSUS: 

1. FACEBOOK IRELAND LIMITED, a foreign company according to Irish law, with its 
registered office at Dublin 2,216410 (Ireland), Grand Canal Square 4, Grand Canal Harbour, 

registered under company number 462932, 

First defendant, 

Hereinafter "Facebook Ireland" or the "first defendant", 

Represented by Paul Lefebvre, an advocate with offices at 1050 Brussels, Louizalaan 480, 

2. FACEBOOK, INC., a foreign company according to the laws of the State of Delaware 
(United States of America, with its registered office at CA 94025 Menlo Park (United States 

of America), Willow Road 1601, 

Second defendant, 

Hereinafter "Facebook, Inc." or the "second defendant", 

Represented by Dirk Van Liedekerke, advocate with offices at 1170 Brussels, 

Terhulpensesteenweg 178, 

3. FACEBOOK BELGIUM BVBA, a company under Belgian law, with its registered office 
at 1040 Brussels, Robert Schumanplein 11, with company number 0836.948.464, 

Third defendant, 

Hereinafter "Facebook Belgium" or the "third defendant", 

Represented by Dirk Lindemans, acting in his own name, and his deputy, Henriette 
Tielemans, advocate with respective offices at 1000 Brussels, Keizerslaan 3 and 1040 

Brussels, Kunstlaan 44, 

Hereinafter, the three defendants are jointly also referred to as the "defendants" 
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IN THE PRESENCE OF: 

The COMMISSION FOR THE PROTECTION OF PRIVACY, with its registered address at 1000 
Brussels, Drukpersstraat 35, with company number 0893.076.921, herein represented by its 
chairman, Mr Willem DEBEUCKELAERE, 

Voluntarily intervening party, 

Herein represented by Frederic Debussere and Ruben Roex, both acting in their own name, 
and their deputy, Jos Dumortier, an advocate with offices at 1000 Brussels, Joseph 
Stevensstraat 7, 

* * * 

I. PROCEDURE 

1. 

The court took note of the interim ruling of this court dated 02/11/2017 and the procedural 
documents referred to. 

In this interim ruling, the court ordered the debate to be reopened at its session on 
01/12/2017 to allow the most diligent party to submit the full text of the judgement of the 
Brussels Appeal Court, 18N chamber, Civil Matters, with reference to the case with role 
number 2016/KR/2, directory number 2016/5747, which was heard on 29/06/2016. 

At the session held on 01/12/2017, the parties submitted the requested documentation. 
The case was subsequently considered once again. 

The procedure took place in consideration of the applicable regulations of the Act dated 15 
June 1935 and the amending and supplementary laws regarding language use in court cases. 

II. FACTS AND PRECEDENTS 

2. 

The online service Facebook is a worldwide, free on line social networking site that derives 
most of its income from advertising, and more specifically from targeted online 
advertisements, i.e. advertisements aimed at the personal characteristics, interests and 
behaviour patterns of individual internet users. 

The plaintiff is Mr Willem Debeuckelaere, in his capacity as Chairman of the Belgian 
Commission for the Protection of Privacy {hereinafter "Privacy Commission"). The Privacy 
Commission is voluntarily intervening in these proceedings. For the sake of convenience, the 
court will hereafter refer to these two parties to the proceedings as the "Privacy 
Commission", except where it is necessary to refer to them individually. 

With the current proceedings, the Privacy Commission envisages to put an end to what it 
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describes among other things as a serious and large-scale violation of privacy legislation by 
Facebook, by among other things illegally collecting and utilising information about the 
private browsing habits of millions of internet users in Belgium on a daily basis, making use 
oftechnologies such as "cookies", "social plug-ins" and "pixels". 

The claims are jointly directed against the three defendants: Facebook Ireland Limited, 
Facebook, Inc. and the BVBA Facebook Belgium. 

Facebook Ireland Limited, established in 2008, describes itself as an Irish company that 
offers the Facebook service in the European Union as well as elsewhere (except in North 
America), in accordance with what is contained in the Facebook Declaration of Rights and 
Responsibilities (the "DRR"). It also describes itself as the sole contracting party for all 
Belgian users and as the only party responsible for processing all data received from EU 
residents, including the data discussed in these proceedings. 

Facebook, Inc. describes itself as an American company that offers the Facebook service to 
internet users in the United States and Canada. 

Facebook Belgium describes itself as a BVBA under Belgian law, with only eight employees 
and with "Facebook Global Holdings LLC". as its direct mother company, primarily 
established to provide support regarding public policy to the Facebook service. 

3. 

Prior to these proceedings, the Privacy Commission already brought an interim case before 
the presiding judge of this court, initiated at the time of the summons, which was served on 
10/06/2015. 

The Privacy Commission maintains that, following the implementation of Facebook's new 
data and cookie policy on 30/01/2015, it has been approached several times by both 
concerned Facebook users and the media, the Federal Parliament and the State Secretary 
for Privacy, and that it thus decided to launch an investigation into these new terms and 
conditions of use and to examine them for compliance with Belgian privacy legislation. 

For this purpose it also made use of the technical expertise of scientific researchers at 
Leuven Catholic University and Brussels Free University, which had already conducted 
comprehensive research into Facebook as part of their current research projects. On 
31/03/2015 they published the most recent version of their investigation report, "From 
social media service to advertising network. A critical analysis of Facebook's Revised Policies 
and Terms" , on the website of the Interdisciplinary Centre for Rights ICT (ICRI) of Leuven 
Catholic University. 

In particular, the Privacy Commission refers to Chapter 8 of the research report attached to 
the report as Appendix I (Documents A.1 and A.2), which describes how Facebook made use 
of a combination of social plug-ins and cookies to log which websites internet users visited 
and how Facebook also logged the browsing behaviour of both Facebook users 1 and non
Facebook users, among other things via the so-called "datr" cookies (a "tracking cookie", see 

1 
Facebook users can be further subdivided into (i) Facebook account holders and (ii) unregistered users of the 

Facebook service; also see below. 
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below). 

On 13/05/2015 the Privacy Commission adopted Recommendation No. 04/2015 with regard 
to the processing of personal data via Facebook social plug-ins, aimed at "1) Facebook, 2) 
the users of internet and/or Facebook) and 3) the users and presenters of Facebook 
services, in particular social plug-ins" (Document D.2 of the plaintiff). 

It appears from this recommendation that extensive communication had taken place 
between the Privacy Commission and Facebook and that the Privacy Commission had also 
heard Facebook during a session held on 29/04/2015. Facebook only recognised the 
competence of the Irish Privacy Commission and was of the opinion that only Irish national 
data protection law was applicable to all European users of its social network. Moreover 
Facebook argued that it was not Facebook, Inc. but Facebook Ireland Limited that should be 
regarded as being responsible for processing the personal data of European users. 

The Privacy Commission did not agree with Facebook's point of view and ordered Facebook 
among other things: 

to provide complete transparency about the use of cookies; 
to refrain from systematically placing long-term and uniquely identifying cookies 
with non-users of Facebook, as well as from any data collection and use by 
means of cookies and social plug-ins, unless the relevant parties have given their 
unequivocal and specific consent via opt-in 2 to the extent that is strictly required 
for legitimate purposes; 
to refrain from collecting and using the data of Facebook users by means of 
cookies and social plug-ins, except where (and only to the extent that) this is 
strictly necessary for a service explicitly requested by the user or unless it obtains 
the unequivocal, specific consent of the relevant parties via opt-in; 
to restrict its range of integration options for social plug-ins to privacy-friendly 
variants that meet the requirements regarding data protection; 
to adapt their user interface in such a way that they obtain the unequivocal and 
specific consent of their users by means of an opt-in for any data collection and 
use by means of cookies, especially for advertising purposes. 

The Privacy Commission forwarded this Recommendation to Facebook, Inc. and the BVBA 
Facebook Belgium and reminded Facebook in a letter dated 18/05/2015 to put an end to its 
violation of Belgian privacy legislation regarding social plug-ins and cookies (Document E.2 
of the plaintiff). The solicitor of Facebook, Inc. and the BVBA Facebook responded on 
26/05/2015 that they wished to consult with the Privacy Commission. 

The Privacy Commission was in principle prepared to do so, but as the parties continued to 
disagree about specific aspects and the Privacy Commission did not wish to put the matter 
off for too long, the Plaintiff summoned the Defendants on 10/06/2015 to appear before 
the presiding judge of this court for an interim ruling. 

2 an opt-in regulation means that the relevant parties have to do something to comply with the regulation, 
otherwise another regulation will automatically apply or nothing will happen; 
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4. 

In his order dated 09/11/2015 (Document CS plaintiff), the presiding judge of this court, 
using the fast-track procedure, decided that he was (internationally) competent to hear the 
dispute, that the plaintiff's claim was receivable and that the prohibitory injunction was 
justified with regard to all defendants, in the sense that they should be obliged as follows: 

"to refrain from the following within 48 hours after being served this order, with regard to 
every internet user on Belgian soil who has not registered as a member of the Facebook 
online social network: 

• the placement of a datr cookie when a user visits the website facebook.com, without 
fully and adequately informing him in advance about the fact that Facebook will be 
placing such a datr cookie and about the fact that Facebook makes use of the datr 
cookie with the aid of social plug-ins; 

• the collection of the datr cookie via social plug-ins placed on the websites of third 
parties." 

In its ruling dated 29/06/2016 (Document C.8 plaintiff), the Brussels Appeal Court, 18N . 
Chamber, amended the previous order. The Court ruled that it had no jurisdiction with 
regard to the claims made against Facebook Ireland Limited and Facebook Inc., but that it 
did have jurisdiction with regard to the Privacy Commission's claim against the BVBA 
Facebook Belgium, although this claim was unfounded to the extent that it was based on 
Article 584 Ger. W., now that there was no urgency. 

It also appeared from this order that Facebook had in the meantime - in May 2016 - adapted 
its cookie policy and "cookie banner" (also see Document E.11 of the Plaintiff, among others). 
On 31/08/2016 Facebook Ireland announced that it intended shortly to present all its 
services for unregistered users in Belgium online again, including the use of all cookies and 
access to content on its public pages, on the understanding that the cookie banner would be 
adapted, but that the use of cookies would be extended (see Document E.12 of the 

Plaintiff). 

The Privacy Commission commented as follows on these amendments in its 
"supplementary" Recommendation No. 03/2017 dated 12/04/2017, which it issued at its 
own initiative on the basis of the amended cookie policy and the amended practices of 

Facebook (also see below): 

"18. The order issued by the presiding judge of the Court of First Instance in Brussels was 
served on Facebook on 2 December 2015. As a result of this order, Facebook decided to block 
internet users on Belgian soil who do not have a Facebook account from accessing Face book 
content in future. When a non-user visits a website belonging to the facebook.com domain 
(with the exception of certain well-defined pages, such as the Facebook registration page), 
the visitor is provided with the following information: "Permission refused. This content is 
currently not available. We have introduced additional safety features that require you to 
log in to Facebook in order to view this page in Belgium. <More information>'. 

A visitor who clicked on 'more information' received the following information: ' Why is my 
Facebook experience different in Belgium? It is very important to us to keep your account 
safe. Over the years we have developed a number of advanced safety features to help 
protect your account without disrupting your Facebook experience. In response to requests 
from the Belgian Privacy Commission, we have recently had to limit the use of one of our 
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most important safety features, the datr cookie. You can read here how this feature works 
and why we no longer provide public Facebook pages and other content to people without a 
Facebook account in Belgium. What is a datr cookie and how does it help to keep Facebook 
safe? This cookie is a safety feature we have been using worldwide for over five years to help 
us distinguish between legitimate visits to Facebook by real people and illegitimate visits (by 
spammers, hackers who try to gain access to the accounts of others or other malicious 
users). This cookie can help us safeguard Facebook by providing statistical information about 
the activity of an internet browser, such as the volume and frequency of visits. Our safety 
systems analyse these browser data to help us distinguish between people who are simply 
logging into their account and potential attackers. If, for example, the datr cookie indicates 
that a browser has visited multiple pages on Facebook within a very short time, this browser 
is probably being used by an automated computer program, a 'bot', to do something 
illegitimate, such as stealing the content of pages. If the datr cookie indicates normal visiting 
patterns over a period of several days, our systems comprehend that the browser is being 
used by a real person who should be granted normal access to Facebook. The cookie helps us 
safeguard the site in various ways. For example, we use this cookie to: 

• prevent hackers from creating fake accounts which they use to distribute spam; 
• limit the risk that someone else might take over your account; 
• protecting your photos, reports and other_ content against theft; 
• intercepting technical attacks that can. render your website inaccessible to you and 

others and to prevent future attacks; 
• helping you Jog in quicker, so that you can reach the people, photos and messages 

you care about, without taking any data risks. 

For people without a Facebook account, we only log and retain the data collected with the 
datr cookie which we receive from other sites for a period of ten days. These ten days give 
our systems sufficient time to analyse the data and to help protect you against the 
aforementioned harmful actions. Almost all sites make use of cookies. Thus the 25 most 
frequently visited Belgian websites all make use of cookies when people visit them. These 
websites use the cookies for statistical and many other purposes. The majority of these 
websites do not tell people about their cookie practices by providing a clear message at the 
top of the screen. Facebook does provide such a message and in our cookie policy we also 
explain how we use cookies (such as the datr cookie) for safety purposes. However, the 
Belgian Privacy Commission has obliged us to discontinue our use of the datr cookie when 
people without a Facebook account visit Facebook in Belgium. As we are unable to use this 
feature, we must regard any visit to our service via an unrecognised browser in Belgium as 
potentially dangerous and need to take additional steps to help keep you and other people 
safe on Facebook. To protect the accounts of people and our services, we also have to oblige 
persons without a Facebook account to log in in order to view the content of public pages 
and other content available on the internet to everyone outside Belgium (where we may use 
the datr cookie). We understand that this measures may unfortunately restrict and disrupt 
your Facebook experience. Thank you for helping us continue to offer a safe Facebook 
experience to our Belgian community.' 

In a letter dated 9 December 2015, Facebook informed the Commission that it had 
implemented the order to its full extent. 

( .. .) 
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20. In a letter dated 31 March 2016, Facebook informed the Commission that it would 
once again adapt its cookie policy, cookie banner and the technical mode of operation of its 
cookies (including the moment at which it places cookies}. 

21. One of the main amendments of the Facebook cookie policy concerns non-users of 
Facebook. In future, Facebook would be making use of information about the browsing 
habits of both users and non-users for behavioural profiling for advertising purposes. In this 
respect both users and non-users of Facebook would in future be treated equally. Facebook 
also reported that the new cookie policy would provide additional transparency, more 
specifically os far as the name, content, purpose and lifespan of the Facebook cookies was 
concerned. 

22. In its Jetter dated 31 March 2016, Facebook also made it clear that it would adapt its 
'cookie banner' following the content changes made to its cookie policy. The cookie banner 
would henceforth contain the following text: 'We use cookies to help personalise content, to 
target and measure advertising and to provide you with a safer experience. By clicking on or 
navigating to this website, you agree to our data collection by cookies both on and outside 
Facebook. For more information, including the control you can exercise, please see: <cookie 
policy>' 

23. As far as the placement of cookies is concerned, Facebook indicated that certain 
actions would no longer result in the placement of cookies. Thus, for example, changing the 
language settings would no longer be regarded by Facebook as "consent" on the part of the · 
user. 

24. Facebook implemented its new cookie banner and policy in May 2016. For non-users 
of Facebook in Belgium, the public websites of Facebook remained inaccessible until 
November 2016. The new cookie banner and policy have also already been implemented in 
other European countries." 

5. 

In the meantime, the plaintiff had initiated the current proceedings by having a bailiff's writ 
served on 11/09/2015. 

In these proceedings, the Privacy Commission is still questioning the way in which Facebook 
tracks the browsing habits of internet users, i.e. Facebook account holders, unregistered 
users of the Facebook service and non-users, making use of the aforementioned "social 
plug-ins", cookies and pixels. 

According to the Privacy Commission, the defendants are still violating privacy legislation in 
several respects and in a worse manner than previously. 

The Privacy Commission pointed out that the aforementioned short-track proceedings 
differs from the current proceedings in three respects: 

the short-track proceedings were only about Facebook's registration of the 
browsing habits of persons without a Facebook account, while these proceedings 
also concern the registration of browsing habits of persons with a Facebook 
account; 
the short-track proceedings were only about Facebook's logging of browsing 
habits via "social plug-ins" and the so-called "datr" cookie, while these 
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6. 

proceedings were also aimed at registration via other cookies (i.e. the so-called 
"c_user'1, 11xsU, 11sb11

, 
11fr11 and 11lu11 cookies) and via so-called 11pixels11

• 

If a specific website is created on the internet, the owner of the website publishes or 
displays his own content on his own servers ("first-party" server}, but often also makes the 
content of other websites hosted on the "third-party" servers of these websites available. 

If a user wishes to view a website (by making a so-called "http request"}, the browser 
automatically sends certain information to the "first-party" and "third-party" server on 
which the requested content is hosted. This information typically includes the IP address 
used by the device (PC, laptop, smartphone} to send the request, the URL of the website 
that provided the link to the first-party website and all cookies placed by this website, after 
which the browser sends a request for content (irrespective of whether it is "first-party" or 
"third-party"}. 

The server of the first party then sends the information from the website to the browser. In 
addition to the first-party content of the website, this information contains the instructions 
to the browser to load the third-party content which the website developer has chosen for 

the websit.e. 

The internet user's browser receives the information without any intervention or request 
from a third-party server and sends an http request to the third-party servers to obtain the 
content that is required in order to continue loading the website. The http requests typically 
contain (1} an IP address; (2) the URL of the first-party website; (3) the browser 
management system; (4) the type of browser, and (5) the cookies (previously} placed by the 
third-party website from which the browser requests the third-party content. 

Facebook "social plug-ins" are website components (pieces of software code) which 
Facebook makes available to developers of external websites, such as, for example, the 
"Like" button (or pictogram with a thumbs-up sign} or the "Share" button. The social plug
ins allow Facebook users to share the content of an external website via the social network. 
External websites that integrate a social plug-in on their website thus place a piece of 
Facebook software code on their website. When someone visits a website with such a 
Facebook social plug-in, his browser will automatically establish a connection with (by 
sending an http request to} the Facebook server, after which the visitor's browser directly 
loads the "plug-in" function from the Facebook 

server. According to the plaintiff, Facebook thus automatically receives certain information 
about the website visited, including the internet address (the "URL"} of the website visited, 
the IP address of the visitor and the time of this visit. 

Cookies are small data volumes which a web server sends to the browser of the website 
visitor and which the browser stores for later use. A cookie can contain certain information. 
In general, browsers are designed in such a way that the cookies they store are 
automatically forwarded to the web server that sent them, once the browser again sends 
http requests to the server. 

The Privacy Commission claims that the "Browser Cookies" table, which can now be viewed 
in the Facebook cookie policy via a "hyperlink" show that Facebook makes use of these 
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cookies for, among other things, the following purposes: 

to verify the identity of Facebook users ("c_user" and "xs" cookie); for safety, 
website and product integrity, to restore accounts and to identify potentially 
affected accounts ("datr" cookie), as well as to verify log-ins ("sb" cookie); 
to show advertisements, to measure and to improve the relevance of 
advertisements ("fr" cookie); 
to register whether the Facebook user has chosen to remain logged in ("lu" cookie). 

The defendants claim that Facebook places "datr" cookies and "sb" cookies ("secure 
browser") for safeguarding and site integrity purposes and that, although this is not strictly 
necessary in its view, Facebook still obtains the consent of the internet user, who interacts 
directly with the Facebook service, for this purpose {via the cookie banner). The "datr" 
cookie contains information which identifies an internet user's browser in a unique way and 
remains on his hard disk for a period of two years. The "sb" cookie contains a browser 
"identifier" which, according to Facebook, is only verified when an "account holder" logs in 
on his account, which then allows the Facebook service to check whether account holders 
have previously made use of this browser. According to Facebook, this cookie was designed 
to help with the login and authentication process of account holders by ensuring that the 
browser is safe. The "sb" cookie is placed on browsers at the time when an account holder 
first logs in and has a lifespan of two years. 

The defendants also claimed that Facebook makes use of the "c_user" cookie to verify the 
identity of account holders when they log into and interact with the Facehook service, and 
that this cookie also fulfils a safeguarding function. The "c_user" cookie contains a unique 
numerical "identifier" that links the Facebook services to the actual account holder who is 
logged in and, according to Facebook, also increases the user functionality and experience. 
Facebook defines the "xs" cookie as an additional authentication cookie which the Facebook 
service uses together with the "c_user" cookie to verify the authenticity of account holders. 
This cookie contains an alphanumerical sequence that, among other things, refers to the 
.session "identifier" and the authentication value {allocated to a specific session by Facebook 
when such a session is started by an account holder), which offers additional tracking and 
protection options. According to Facebook, these two cookies are only placed onto the 
browser of account holders when they log into the Facebook service and is removed from 
their browser when they log out or deactivate their Facebook account; if not, these cookies 
have. a maximum lifespan of 90 days from the last time that the account holder has 
interacted with the Facebook service. 

The defendants also claimed that Facebook no longer make use of the "lu" cookie, an 
additional authentication cookie, as its functions can be fully taken over by the "c_user" and 
"xs" cookies. The "c_user", "lu" and "xs" cookies are, according to Facebook, all explicitly 
mentioned in the cookie policy of the Facebook service, and account holders explicitly give 
consent at the time they choose to register with the Facebook service. 

Finally, the defendants claim that Facebook makes use of the "fr" cookie for advertising, 
measuring and optimisation purpose. This cookie contains a series of alphanumerical 
characters assigned to (i) the browser (for unregistered users and non-users) or {ii) the 
browser and the user ID; for account holders, if they are logged in), as well as other non
identifying information that concerns the use and function of this cookie {e.g. the time when 
the cookie is placed). The "fr" cookie is used to send more relevant advertising on the basis 
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of the account holder's or non-(registered) user's activities ("interest-based" or online 
behaviour orientated advertising). The "fr" cookie has a lifespan of 90 days from the time 
when the non-(registered) user or account holder last interacted with the Facebook service 
or visited a third-party website that contained a Facebook pixels and consented to the 
placement of cookies), or shorter if a user deletes the cookies from the browser before the 
period of 90 days is over. 

The defendants claim that the "fr" cookie is explicitly mentioned in the cookie policy of the 
Facebook service and that account holders and unregistered users also provide their explicit 
consent by means of the cookie banner (as do account holders, when they choose to 
register for the Facebook service). According to Facebook, the use of the "fr" cookie, which 
is placed when visiting third-party websites that make use of Facebook pixels, depending on 
the condition that such third parties provide full information about and explicitly obtain 
consent for the placement of Facebook cookies. 

Pixels are pieces of software code that are placed on a website to enable operators of 
external websites to collect information about their public. Unlike "social plug-ins", a pixel is 
a dot that is invisible to the naked eye. The Facebook pixel creates an automatic connection 
between the internet browser of an internet user and the Facebook servers at the time 
when the internet user loads a website containing such'a pixel. According to the plaintiff, 
website owners may ask Facebook to use the information they collect via pixels for 
advertising purposes (e.g. to show visitors to their website targeted advertisements on 
Facebook) or to obtain so-called "target group statistics". According to the defendants, 
advertising networks and other online companies generally use pixels to help them with 
measuring and optimising advertisements, with pixels playing a very important role in online 
advertising; pixels often work together with advertising cookies and define when a specific 
user visits a specific page. 

7. 

The Privacy Commission pointed out that the aforementioned 2015 investigation report 
shows that, whenever someone who is not an account holder visits a website of the 
facebook.com domain, Facebook automatically places a "datr" cookie on that person's hard 
disk, without Facebook actively informing the internet user about this (Facebook only 
provides a grey hyperlink to its cookie policy at the bottom of each website). When the 
internet user then visits a website that contains a Facebook social plug-in button, his 
browser usually automatically establishes a link to the Facebook server to load the plug-in. 
As a result of this connection, information is sent from the Facebook datr cookie - which is 
stored on the user's hard disk - to the Facebook servers. 

These practices were already criticised by the Privacy Commission in the short-track 
proceedings. 

With reference to a supplementary technical report dated 24/02/2017, the Privacy 
Commission now alleges that Facebook places persistent, uniquely identifying cookies both 
with users (account holders) and non-users of its social network service (non-account 
holders) when they interact with a web page belonging to the facebook.com domain and 
that it also places a persistent, uniquely identifying cookie with internet users visiting a 
website on which a Facebook pixels has been placed. When the party in question then visits 
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a website containing a social plug-in button, this has the same consequence as described 
above: information from the Facebook cookies, stored on the internet user's hard disk, is 
sent to the Facebook servers, who know that this specific internet user has visited the 
specific website containing the social plug-in button. 

In summary, the Privacy Commission is criticising the fact that Facebook is using these 

technologies to: 

look over the shoulders of persons while they are browsing from one website to the 
next, in order then to use the information collected to profile their browsing 
behaviour and consequently to show them targeted advertising without sufficiently 
informing the relevant parties and obtaining their valid consent; 
they apply these practices, irrespective of whether the relevant person is a member 
of the Facebook social network or not. 

As indicated, the Privacy Commission issued a supplementary Recommendation No. 
03/2017 in this regard at its own initiative on 12/04/2017. 

Ill. CLAIMS 

8. 

The plaintiff' thus requests the court: 

To declare itself internationally competent to take note of the claims against Facebook Inc. 
and Facebook Ireland, or at least to put the following prejudicial questions to the Court of 
Justice: 

1) 

Should Article 28, Sections 1, 3 and 6 of Directive 95/46 of the European Parliament and the 
Council dated 24 October 1995 regarding the protection of natural persons with regard to 
the processing of personal data and the free exchange of data, read in conjunction with 
Articles 7, 8 and 47 of the Charter of Fundamental Rights of the European Union, be 
interpreted in such a way that (1) a supervisory authority which, in execution of Article 28 of 
this directive and the appropriate national regulations of its own member state's law, has 
been endowed with the authority to institute legal proceedings, should be able to exercise 
this authority before the competent judge of its own member state, and (2) the judge 
should therefore be competent to settle the claim, in the event of a violation of the national 
regulations based on the implementation of this guideline regarding the processing of 
personal data on the soil of the member state, even if the party responsible for such 
processing is not resident in the member state? 

2) 

Should the principle of European Union effectiveness and the principle of effective legal 
protection which it implements, be interpreted in the sense that these principles, in a 
situation such as that of a court case, are in conflict with a national procedural law 
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regulation, on the basis of which the supervisory authority cannot summon a person 
resident abroad who is responsible for data processing before a judicial authority of the 
member state as a result of a violation of national regulations based on the implementation 
of Directive 95/46, which is taking place on the soil of the member state of the supervisory 

authority? 

To declare the claim receivable and justified; 

And thus to sentence Facebook Inc., Facebook Ireland and Facebook Belgium in so/idum, or 
at least one of them in the absence of the others, to the following: 

A. 

with regard to each internet user on Belgian soil, to desist from: 

(1) placing the "c_user", "xs", "datr", "sb", "fr" and "lu" cookie and any other equivalent 
cookie with a comparable function and use when such a user visits a website of the 
Facebook.com domain or a third-party website, without first: 

(a) been clearly, comprehensively, fully and accurately informed about: 

the circumstances in which Facebook places these cookies with him and then 
collects data; 
the purposes for which Facebook uses these cookies; 
the nature of the data collected by Facebook when he visits a website that 
contains a Facebook social plug-in, such as the internet address (URL) of the 
website; 
the recipients or categories of recipients of the data thus collected; 
the existence of his right to refusal, access and improvement; 
the storage period of the data collected via cookies and social plug-ins; 

(b) having freely, specifically and unequivocally agreed with both the placement and the 
use of these cookies in as far as this is not strictly necessary for the service explicitly 
requested by him; 

and, if he should log out of or deactivate his Facebook account and has not freely, 
specifically and unequivocally agreed to the continued use of these cookies; 

(c) has been given the option of refusing the placement of these cookies, in as far as this 
is not strictly necessary for a service explicitly requested by him, without his access to 
the Facebook.com domain being hereby limited or rendered more difficult; 

(2) the collection of the "c_user", "xs", "datr", "sb", "fr" and "lu" cookie and any other 
equivalent cookie with a comparable function and application, via Facebook social plug-ins, 
Facebook pixels or similar technological means on third-party websites in a manner that is 
excessive, taking into account the purposes of the relevant cookies, provided that: 

(a) the systematic collection of cookies with a safeguarding purpose is excessive when 
visiting websites not belonging to the Facebook.com domain, if 

the party in question (1) does not have a Facebook account or is not logged in, and (2) 
does not attempt to make use of the social plug-ins (e.g. by clicking on them); 

(b)the systematic collection of cookies for advertising purposes when visiting websites 
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B. 

not belonging to the Facebook.com domain is excessive when the party in question has 
made it clear that he does not want information about his browsing habits being used 
for advertising purposes; 

(c) the systematic collection of cookies used to verify the identity of a Facebook user or 
to register whether he has chosen to remain logged in when visiting web pages that do 
not form part of the Facebook.com domain, is excessive when he is not logged in, nor is 
attempting to make use of the social plug-ins (e.g. by clicking on them); 

with regard to each internet user on Belgian soil, discontinuing the provision of information 
which could reasonably mislead the parties involved about the real scope of the 
mechanisms which Facebook provides to control the user of cookies by Facebook; 

c. 
the deletion of all personal data of every internet user on Belgian soil which Facebook has 
obtained by means of cookies and social plug-ins in a manner regarding which 
discontinuation has been requested above, under the supervision of an IT expert to be 
appointed by the parties at the cost of the defendants, as well as requiring the same of third 
parties to whom such data have been provided; 

D. 

the publication, at the defendants' expense, of the interim ruling or of a summary thereof as 
determined by the Court and in a form/manner to be determined by the Court (1) on the 
website www.facebook.com when this website is visited by an internet user on Belgian soil 
during a period of 3 months from the pronouncement of the interim ruling, and (2) in the 
Belgian daily newspapers De Standaard, De Morgen, Het Nieuwsblad, Le Soir, La Libre and La 
Derniere Heu re within 10 working days following the pronouncement of the interim ruling; 

All of the above shall be subject to a fine, in solidum or any party in the absence of the 
others, of EUR 250,000 per day on which a violation takes place from the time of 
pronouncement of the interim ruling; 

- To sentence the defendants to the costs of the case, including the citation fees, the 
notification fees and the costs of the proceedings, the latter of which currently amount to 
EUR 1,440 per defendant. 

Costs: 

citation fees: 
notification fees: 
costs of the proceedings per defendant: 

The voluntarily intervening party requests the court: 

not estimated 
not estimated 
EUR 1,440. 

To declare itself internationally competent to take note of the claims against Facebook Inc. 
and Facebook Ireland, or at least to put the following prejudicial questions to the Court of 
Justice: 
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1) 

Should Article 28, Sections 1, 3 and 6 of Directive 95/46 of the European Parliament and the 
Council dated 24 October 1995 regarding the protection of natural persons with regard to 
the processing of personal data and the free exchange of data, read in conjunction with 
Articles 7, 8 and 47 of the Charter of Fundamental Rights of the European Union, be 
interpreted in such a way that (1) a supervisory authority which, in execution of Article 28 of 
this directive and the appropriate national regulations of its own member state's law, has 
been endowed with the authority to institute legal proceedings, should be able to exercise 
this authority before the competent judge of its own member state, and (2} the judge 
should therefore be competent to settle the claim, in the event of a violation of the national 
regulations based on the implementation of this guideline regarding the processing of 
personal data on the soil of the member state, even if the party responsible for such 
processing is not resident in the member state? 

Should the principle of European Union effectiveness and the principle of effective legal 
protection which it implements, be interpreted in the sense that these principles, in a 
situation such as that of a court case, are in conflict with a national procedural law 
regulation, on the basis of which the supervisory authority cannot summon a person 
resident abroad who is responsible for data processing before a judicial authority of the 
member state as a result of a violation of national regulations based on the implementation 
of Directive 95/46, which is taking place on the soil of the member state of the supervisory 
authority? 

To declare the plaintiff's claim receivable and justified; 

And thus to sentence Facebook Inc., Facebook Ireland and Facebook Belgium in solidum, or 
at least one of them in the absence of the others, to the following: 

A. 

with regard to each internet user on Belgian soil, to desist from: 

(1} placing the "c_user", "xs", "datr", "sb", "fr" and "lu" cookie and any other equivalent 
cookie with a comparable function and use when such a user visits a website of the 
Facebook.com domain or a third-party website, without first: 

(a} been clearly, comprehensively, fully and accurately informed about: 

the circumstances in which Facebook places these cookies with him and then 
collects data; 

- the purposes for which Facebook uses these cookies; 
the nature of the data collected by Facebook when he visits a website that 
contains a Facebook social plug-in, such as the internet address (URL} of the 
website; 
the recipients or categories of recipients of the data thus collected; 
the existence of his right to refusal, access and improvement; 
the storage period of the data collected via cookies and social plug-ins; 

(b} has freely, specifically and unequivocally agreed with both the placement and the 
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use of these cookies in as far as this is not strictly necessary for the service explicitly 
requested by him; 

and, if he should log out of or deactivate his Facebook account and has not freely, 
specifically and unequivocally agreed to the continued use of these cookies; 

(c) has been given the option of refusing the placement of these cookies, in as far as this 
is not strictly necessary for a service explicitly requested by him, without his access to the 
Facebook.com domain being hereby limited or rendered more difficult; 

(2) the collection of the "c_user", "xs", "datr", "sb", "fr" and "Ju" cookie and any other 
equivalent cookie with a comparable function and application, via Facebook social plug-ins, 
Facebook pixels or similar technological means on third-party websites in a manner that is 
excessive, taking into account the purposes of the relevant cookies, provided that: 

(a) the systematic collection of cookies for safeguarding purposes when visiting 
websites not belonging to the Facebook.com domain is excessive if the party in question (1) 
does not have a Facebook account or is not logged in, and (2) does not attempt to make use 
of the social plug-ins (e.g. by clicking on them); 

(b) the systematk collection of cookies for advertising purposes when visiting websites 
not belonging to the Facebook.com domain is excessive when the party in question has 
made it clear that he does not want information about his browsing habits being used for 
advertising purposes; 

(c) the systematic collection of cookies used to verify the identity of a Facebook user or 
to register whether he has chosen to remain logged in when visiting web pages that do not 
form part of the Facebook.com domain, is excessive when he is not logged in, nor is 
attempting to make use of the social plug-ins (e.g. by clicking on them); 

B. 

with regard to each internet user on Belgian soil, discontinuing the provision of information 
which could reasonably mislead the parties involved about the real scope of the 
mechanisms which Facebook provides to control the user of cookies by Facebook; 

c. 
the deletion of all personal data of every internet user on Belgian soil which Facebook has 
obtained by means of cookies and social plug-ins in a manner regarding which 
discontinuation has been requested above, under the supervision of an IT expert to be 
appointed by the parties at the cost of the defendants, as well as requiring the same of third 
parties to whom such data have been provided; 

D. 

the publication, at the defendants' expense, of the interim ruling or of a summary thereof as 
determined by the Court and in a form/manner to be determined by the Court (1) on the 
website www.facebook.com when this website is visited by an internet user on Belgian soil 
during a period of 3 months from the pronouncement of the interim ruling, and (2) in the 
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Belgian daily newspapers De Standaard, De Morgen, Het Nieuwsblad, Le Soir, La Libre and La 
Derniere Heu re within 10 working days following the pronouncement of the interim ruling; 

All of the above shall be subject to a fine, in solid um or any party in the absence of the 
others, of EUR 250,000 per day on which a violation takes place from the time of 
pronouncement of the interim ruling; 
To sentence the defendants to the costs of the case, including the citation fees, the 
notification fees and the costs of the proceedings, the latter of which currently amount 

to EUR 1,440 per defendant. 

Costs: 

citation fees: 
notification fees: 
costs of the proceedings per defendant: 

not estimated 
not estimated 
EUR 1,440. 

The defendants request the court: 

Costs: 

to declare itself to be without international jurisdiction; 
or subordinately, before declaring its jurisdiction, at least putting the following 
prejudicial questions to the Court of Justice: 
"Should the general principles of international public customary law be deemed to 
take precedence over the Treaty of Lisbon and EU law, especially Directive 95/46/EC, 
as far as the applicability of the data protection laws of the member states and the 
exercise of jurisdiction by the national courts in matters in which these laws are 

implemented?" 
or even more subordinately, to declare the main claim and the voluntary 
intervention entirely or at least partially irreceivable or at least inadmissible; 
or even more subordinately to reject the main claim and the voluntary intervention 

as unfounded; 
and in all cases to sentence the plaintiff to the costs, which for the defendants have 
been estimated at EUR 1,440 each in respect of the cost of proceedings, and the 
intervening party to the costs of the proceedings, which amount to EUR 1,440 per 

defendant. 

costs of the proceedings per defendant: EUR 1,440. 

IV. JUDGEMENT 

4.1. Jurisdiction 

9. 

In the first instance, the defendants maintains that the Belgian courts do not have the 
international competence to take note of this case (at least with regard to Facebook, Inc. 
and Facebook Ireland) and in this context refer among other things to the aforementioned 
ruling of the Brussels Appeals Court dated 29/06/2016, in which the court decided that it 
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had no legal jurisdiction with regard to Face book Inc. and Facebook Ireland. They are of the 
opinion that the legal reasoning developed in this court order (Considerations 12 to 45) also 

applies to these proceedings. 

The Privacy Commission is of the opinion that the Belgian courts are indeed internationally 
competent to take note of the dispute and bases this assertion on several grounds: 

10. 

in the first order: the international territorial principle under public law and sufficient 

substantial links to Belgian territory; 
in the second order: the applicability of Belgian privacy law; 
in the third order: Article 32, Section 3 of the Act dated 8 December 1992; 
in the fourth order: Article 32, Section 3 of the Act dated 8 December 1992, 
interpreted in accordance with Directive 95/46, Article 28, Sections 1, 3 and 6; 
in the fifth order: the European Union legal effectiveness principle. 

The Privacy Commission primarily maintains that the international competence of the court 
should be determined in accordance with the competency regulations resulting from 
international public law and not from international private law, as in this case the Privacy 
Commission is acting in terms of its public authority ("acta jure imperii"). 

According to the Privacy Commission, the concrete basis for the international competence · 
of the Belgian courts is the international principle of territoriality under public law, which 
forms part of international common law and directly devolves into the Belgian monistic legal 
order and can thus be employed by this Court. According to the Privacy Commission, the 
international principle of territoriality under public law allows the bodies of one state to 
exercise authority over any actions taking place within its territory or affecting them, 
provided that there are sufficient substantial links to the state, in this case Belgium. 

According to the Privacy Commission, these links are in this case partially due to the fact 
that the alleged violations are taking place on or are at least affecting Belgian territory, · 
where the persons whose data Facebook processes and the equipment on which its 
technology runs are, and that the social networking site and its marketing activities are 
aimed at Belgian territory, where Facebook also has a physical establishment. 

11. 

The defendants dispute this. According to them, the Privacy Commission exercises so-called 
"horizontal" powers within the context in question here, which are not intended to 
guarantee the state's interests, but to protect the specific interests (violating the privacy of 
private persons), so that the claim is not solely governed by international public law. Even if 
this were the case, the constitutional state and Belgian (constitutional) law are opposed to 
international common law regulations directly acknowledging the competence of Belgian 
courts, according to the defendants. Moreover, the defendants point out that the European 
Union has also claimed the competence to act as legislator in privacy matters, based on 
Directive 95/46/EC. The potential freedom to exercise legal authority in accordance with the 
principles of international public law is, according to the defendants, thus subject to the 
restrictions that result from EU law, based on which Irish privacy laws would be applicable 
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here, with the Irish courts being competent. If the Belgian courts should declare their legal 
authority on the basis of international common law, this would amount to unjustifiable 
interference in the competence of the Irish courts. 

12. 

The court found that the case submitted to it here contains links to more than one legal 
order, as this is about internet users on Belgian soil and two of the three defendants which 
the Privacy Commission alleges have violated Belgian privacy laws are established abroad 
(Facebook Ireland and Facebook, Inc. in the United States). 

In these proceedings the Privacy Commission firstly explicitly maintains that the court 
should exercise its authority on the basis of international public law and not on the basis of 
international private law. 

International private law is the (supra)national law that contains regulations to establish (i) 
which national law is applicable to legal relationships under private law that have links to 
more than one legal order, (ii) which court is internationally competent and (iii) how other 
states may recognise and implement such judgements. Relationships under private law are 
relationships between private persons or between private persons and the authorities, 
where these act as individuals. 

International (public) law is the body of regulations that controls international relations. 
Among other things it is intended to delimit the competence of international legal bodies 
(by space, time, person and matter), in order to settle and prevent disputes between them 
(co-existence) and to have them cooperate at international level (cooperation, for example 
by establishing international bodies and institutions, including for the protection of common 
interests that cannot be unilaterally protected)3. 

The rise of the internet and its extremely rapid development has confronted the 
international community with questions about exactly which law applies to situations in 
which internet companies / websites established in one state (within or outside the 
European Union / EEA) process the personal data of persons in other states

4
, and which 

courts are competent in such cases. The court supports the point of view of author 
Christopher Kuner, that legislation governing the protection of personal data cannot simply 
be categorised as solely falling under private or public law, as it is derived from various legal 
sources, such as consumer protection laws, human rights, etc. and that it should be verified 
in each individual case whether it should fall under private or public law. Thus actions 
undertaken by a supervisory authority fall under public law, while private law applies to 
contractual and non-contractual relationships between individuals and the internet 
industry5•. 

Thus, in a contractual (e.g. between Facebook and an account holder) or non-contractual 

3 see M. Bossuyt and J. Wouters, Grondlijnen van internationaal recht, Antwerpen, lntersentia, 2005, p. 3- 5. 

4 Also see Article 2S Work group, Working document dated 30 May 2002, which may be viewed at 
http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2002/wp56_en.pdf. 

5 also see c. Kuner, Data Protection Law and International Jurisdiction on the Internet (Part 1), lntJ Law Info 

Tech, 11 March 2010, p. 9 and 10, see Document A.18 Defendants. 
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dispute (e.g. between Facebook and internet users who have no Facebook account) based 
on international private law must verify whether or not they are competent to take note of 
the dispute and, if so, which law would be applicable6

• The current order for civil and 
commercial matters is Belgium is the Brussels l{a) Ordinance and the Code of International 
Private Law dated 16 July 2004 (WIPR), provided that there are links to other states within 
or outside the EU. 

The court accepts the view of the Privacy Commission that it is not acting as an individual 
here, but as an authority within the framework of the powers it has been granted as a 
national "supervisory authority". In its ruling dated 29 June 2016, the Brussels Appeal Court 
already considered that the Privacy Commission was acting as an "authority sensu lato (in 
accordance with Article 23 CIA (Gatekeeper Improvement Act), the CBPL is "instituted in the 
Chamber of public representatives", thus forming part of the legislative authority) against 
various commercial companies". As a result, the court does not need to verify its legal 
authority on the basis of such international private law, but on the basis of international 
public law. 

13. 

International (public) law may be applicable to the entire community of states within a 
limited region (e.g. the European Union) or between two states. The sources of this 
international law include contracts, international common law and general legal principles. 

As a custom may be the source of international law, a party citing this must prove that there 
is a standardised, long-term and sufficiently widespread state practice (which may, among 
other things, be derived from internal laws and court judgements) and that there is an 
"opinio juris", i.e. a conviction that this action may take place. As it is often difficult to 
provide evidence of such "rules", states sometime decide to codify such rules in contractual 
form 7

• There is in principle no hierarchy between contracts and international customary law, 
so that in the event of a conflict between the two, the later regulation may take priority 
over the former, provided that any special regulation takes priority over a general 
regulation, even where the general regulation is of a later date. International customary law 
forms part of the Belgian legal order8 and internal legal regulations may not ignore the 
principles of international customary law9

• General legal principles are also an autonomous 
source of international law and may play a role when it comes to internal courts. 

In international law, jurisdiction is the authority that a state may exercise over persons, 
things or events and can be subdivided into legislative jurisdiction, court jurisdiction and 
enforcement jurisdiction (e.g. arresting persons or attaching goods)10 11

• 

6 See I. Samoy, et al., Facebook maakt priveberichten openbaar: een casus contractuele aansprakelijkheid? 

Legal Gazette dated 5 December 2012, p. 10. 
7 see M. Bossuyt and J. Wouters, Grondlijnen van internationaal recht, Antwerpen, lntersentia, 2005, p. 105; 

P.h. Kooijmans, lnternationaal recht in vogelvlucht, Kluwer, Deventer, 2002, p. 11. 
8 Cass. 25 January 1906, Pas. 1906,1,109, Cases 11.4. 
9 With regard to the principles of international customary penal law, see Cass. 12 February 2003, which may be 

viewed at http://www.cass.be (27 February 2003). 
10 see M. Bossuyt and J. Wouters, Grondlijnen van internationaal recht, Antwerpen, lntersentia, 2005, p. 285-

286. 
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Jurisdiction can also be subdivided into territorial jurisdiction, functional jurisdiction and 
extra-territorial jurisdiction. In principle, a state has complete jurisdiction over the persons, 
things and events in its territory, taking its sovereignty into account. States may also 
exercise extra-territorial (legislative and court) jurisdiction with regard to persons, things 
and events outside their territory, based on a nationality link (active and passive personality 
principle), safety concerns (protection principle) or the internationally punishable nature of 
certain facts (universality principle). (International) law also makes mention of other 
principles from which states may derive jurisdiction, for example consequential law. 

14. 

The parties set out the opinions of various experts they have approached to provide advice 
about the question whether the Belgian courts have the jurisdiction to take note of the 
Privacy Commission's claim in this procedure. This advice not only discusses common law 
regulations from international public law, but also European regulations regarding the 
protection of privacy (which is logical, as will be seen). 

Prof. Dr. Ryngaert is of the opinion that in this matter the Belgian judges are competent on 
the basis of the common law territoriality principle, which means that states can exercise 
authority over actions taken on their territory or having effects there. Objective territoriality 
means that a state can exercise authority when an action has been initiated abroad, but has 
effects in the territory of the state in question. Based on subjective territoriality, a state may 
exercise authority over an action initiated on its territory, but which has effects abroad. Just 
as the ubiquity principle renders Belgian judges competent to hear criminal law cases that 
have partially taken place on Belgian soil, exercising authority over the internet and the 
cyber world is based on the territoriality principle and the ubiquity principle (this expert 
subsequently refers to examples related to cybercriminality). As soon as an activity has a 
sufficiently substantial link to Belgian territory, which according to Prof. Dr. Ryngaert is the 
case here, Belgian law applies and all state bodies, as well as the Privacy Commission and 
the Belgian courts, are internationally competent based on the territoriality principle. Prof. 
Dr. Ryngaert also refers to the practice of other states, such as the Netherlands, where the 
national authority has declared itself competent to supervise the processing of the personal 
data of user in the Netherlands by Facebook Inc. 

Prof. Dr. Wautelet also remarks that, in order to determine the relevant law in matters of 
public law, it only needs to be verified whether a specific situation falls within the scope of 
the legislation in question. This means that as soon as the Privacy Commission is of the 
opinion that Facebook violates Belgian privacy law, it can exercise the authority with which 
it has been invested by Belgian law, including the right of its chairman to submit any dispute 
regarding the application of the Act dated 8 December 1992 and its implementation 
measures to the Court of First Instance, provided that the jurisdiction of the Privacy 
Commission and the Belgian courts must be tested against the rules of international public 
law and that the Belgian courts - unlike in international private law - are only internationally 
competent if Belgian law applies. Based on this, the court thus needs to verify whether the 
Belgian privacy legislation is applicable in this case. If yes, the court will have jurisdiction. If 

11 see M. Bossuyt and J. Wouters, Grondlijnen van internationaal recht, Antwerpen, lntersentia, 2005, p. 286. 
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not, it must declare itself not to be internationally competent. 

Prof. Dr. Tom Ruys points out that in international public law, the territoriality principle is 
the most accepted and obvious starting point for exercising jurisdiction and that, conversely, 
states may usually only exercise extraterritorial jurisdiction if this can be justified on the 
basis of a permissive jurisdiction principle. In this context he names the active personality 
principle, the (very controversial} passive personality principle, the protection principle 
(aimed at guaranteeing the interests of the state} and the universality principle (for the 
most serious crimes) and points out that jurisdiction, and particularly enforcement 
jurisdiction, can only be based on a widely accepted jurisdiction principle. Furthermore, Prof 
Dr. Ruys describes the consequential doctrine as an offshoot of the objective territoriality 
principle, in the sense that the consequential doctrine provides it with an extraterritorial 
meaning. The point of departure is that states can establish jurisdiction with regard to 
behaviour that takes place outside their own territory, but that nevertheless has substantial 
consequences within their own territory. This expert points out that the consequential 
doctrine is not uncontroversial and especially cannot be infinitely extended, as with regard 
to the internet this would imply an inherent risk of overregulation and overlapping 
jurisdiction (as virtually any state could declare itself competent with regard to information 
available on the internet). According to Prof. Dr. Ruys, this principle should thus be used 
with strictness and restraint, based on the reasonability test, in order to avoid inter-state 
competence conflicts. According to Prof. Dr. Ruys, Prof. Dr. Ryngaert does not regard the 
reasonability test as a binding norm for a national judge, but does impose a subsidiarity 
approach on him: states must leave it to the state with the strongest links to the facts in 
question to exercise jurisdiction, unless it appears that this state is not prepared to fulfil its 
regulatory responsibilities. According to Prof. Dr. Ruys, the court must actively verify 
whether there is a sufficiently clear and substantial link to Belgian territory and declare itself 
incompetent when the administrative and court institutions of another state are competent. 
He also points out that the customary law regulations, including the (still controversial) 
consequential doctrine, only define the outermost limits within which national authorities 
and judges can exercise their authority. Prof. Dr. Ruys consequently points out that the 
court first has to verify which powers the Privacy Commission (and the court) has at the 
privacy protection level and then whether this power is in accordance with the jurisdiction 
regulations as contained in international public law. 

The author Christopher Kuner, to whom several experts refer, maintains that the internet 
has rendered the implementation of the territoriality principle very difficult, as it may be 
practically impossible to localise and online action within a well-defined state, but that 
Article 4 (1) (c} of Directive 95/46/EC (see below) appears to be an expression of the 
objective territoriality principle, as it is at least partially based on committing an act (with 
the use of equipment within the) 12

. The same author regards the consequential doctrine, 
according to which a state derives jurisdiction on the basis of the fact that acts committed 
outside the territory of the state have substantial effects within the state, as the most 
controversial (and strongly criticised) basis for jurisdiction, but at the same time finds that 
this doctrine appears to have become widely cited in jurisdiction claims over acts committed 
on the internet and that Article 4 {1) (c) of Directive 95/46/EC can also be regarded as an 

12 c. Kuner, "Data Protection Law and International Jurisdiction on the Internet (Part 1"), which can be viewed 

at https://papers.ssrn.com/sol3/papers.cfm ?abstract_id=1496847, p. 18. 
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application of the consequential doctrine, as it rather focuses on the consequences of data 
processing in the EU and the protection of EU citizens13

• 

15. 

The court agrees with the assertion by Prof. Dr. Ruys that the court must verify which 
powers the Privacy Commission, as an "authority sensu lato" {and possibly the court by 
extension thereof) has in this matter and whether it exercises these powers in accordance 
with the jurisdiction regulations resulting from international public law. 

One may also not lose sight of the fact that the Belgian state, as a result of its membership 
of the European Union, has transferred certain powers to the European Union. Thus the 
Belgian state has "limited" its sovereignty at various levels and, together with the other 
member states, has voluntarily set up a legal system that is binding both for the member 
states themselves and for their citizens14

• 

"European Union law" comprises the regulations that result both from the actions of the 
member states and from actions of the community institutions and bodies. "Primary 
European Union law" consists of the norms that are directly adopted by the member states 
as "constituents" and that, together with the general legal principles {adherence to which is 
ensured by the Court of Justice), form the "constitutional" norms of European Union law. 
"Derived" European Union law, i.e. the regulations created by these institutions and bodies 
themselves, is subject to the primary norms and the legality supervision of the European 
Court of Justice. The general legal principles play a role in the interpretation and 
implementation of contractual stipulations and other community law norms. As it is the 
intention of the European Union to fit into the international legal order, the European Union 
must respect international law when exercising its authority. Some principles of 
international law that have been set out in contracts or that are regarded as falling under 
customary law, take priority as general principles of European Union law. When it comes to 
the interpretation and implementation of European Union law, the Court of Justice thus 
takes into account international customary law, as well as the principles of international law 
{e.g. the territoriality principle as a restriction of the scope of authority of the European 
Union; also see below). As the contractual stipulations and the directly applicable actions of 
the European institutions {as well as directives) take precedence over any national 
regulation, including the "principles of the constitutional establishment of a member state", 
the courts of the member states are also obliged to interpret national laws in the light of the 
stipulations contained in European Union law, thus ensuring the full effectiveness of 

European Union laws.15 

13 Ibidem, p. 20-21. 
14 M. Wathelet and S. Van Raepenbusch, De betrekkingen tussen de grondwettelijke hoven en de andere 
nationale rechterlijke instanties: rapport van het Hof van Justitie van de Europese Gemeenschappen in Xlle 
Congres van de Conferentie van Europese Grondwettelijke Hoven [Relations between the constitutional courts 
and the other national court instances: report of the Court of Justice of the European Communities at the Xllth 

Congress of the Conference of European Constitutional Courts], p. 10 and following. 
15 K. Lenaerts and P. Van Nuffel, Europees recht in hoofdlijnen, Antwerpen, Maklu, 1999, p. 611 and following; 
also see the case dated 15 July 1964 (ruling Costa/E.N.E.L); case dated 9 March 1978 (ruling Simmenthal); also 
see Cass. 14 January 2014, F.14.0015.N, www.cass.be: "It follows from the priority of European Union law that 
the judge must give precedence to the regulations contained in a directive over and above a conflicting 
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The European Union has not failed to act in the domain of personal data protection, initially 
by promulgating Directive 95/46/EC dated 24 October 1995 16 and, with effect from 25 May 
2018, the "General Data Protection Ordinance"17 will apply, which includes Directive 
95/46/EC. With regard to these proceedings, the court must thus still follow Directive 

95/46/EC. 

The defendants have rightly noted that there is a difference between the question of 
territorial applicability of national privacy laws on the one hand and the inherent 
competence of national supervisory authorities on the other hand, making it important to 
take a closer look at the interaction between the two. The court already notes at this stage 
that the European Court of Justice has commented on this difference in the "Weltimmo" 

ruling (see below). 

16. 

Article 28 of Directive 95/46/EC states as follows with regard to the competence of the 

supervisory authorities: 

"1. Each member states determines that one or more authorities should be tasked with 
the supervision of the implementation of the stipulations for execution of this directive in its 
own territory. These authorities carry out the tasks assigned to them with complete 
independence. 

2. Each member state determines that the supervisory authorities should be consulted 
when drafting legal or operational regulations regarding the protection of the rights and 
freedom of persons when it comes to processing personal data. 

3. Each supervisory authority thus has: 

investigation competence, such as the right of access to data that are the object of 
processing and the right to collect all information required to exercise its supervisory 
task; 
effective competence to intervene, such as for example the authority to offer advice 
before such processing is carried out, in accordance with Article 20, and to ensure 
that such advice is appropriately published, or the authority to order the protection, 
deletion or destruction of data, as well as provisionally or finally to prohibit their 
processing, or the authority to address a warning or rebuke to the party responsible 
for such processing, or the authority to alert the national parliament or other political 
institutions; 
the competence to act in court in the event of a violation of the national regulations 
defined for the implementation of this directive, or to bring such a violation to the 

regulation in national law and that he should not apply the latter regulation". 
16 Directive 95/46/EC of the European Parliament and the Council dated 24 October 1995 regarding the 
protection of natural persons when it comes to processing personal data and the free movement of such data, 
EU Official Journal dated 23 November 1995, l281, pp. 0031-0050. 
17 Ordinance /EU) 2016/679 of the European parliament and the Council dated 27 April 2016 regarding the 
protection of natural persons when it comes to processing personal data and regarding the free movement of 
such data, until Directive 95/46/EC has been revoked, EU Official Journal dated 4 May 2016, l119/1 and 
following. 
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attention of the caurt. 

An appeal against the decisions of the supervisory authorities may be lodged with the judge. 

4. Any person may, either personally or through an association acting as his 
representative, submit a request to any supervisory authority with regard to the protection 
of his rights and freedoms with regard to the processing of personal data. He will then be 
informed about the results of this request. 

More specifically, any person can submit a request to any authority to verify the legitimacy 
of processing when the national regulations defined in terms of Article 13 of this directive 
apply. In either case he will be informed about the fact that verification has taken place. 

5. Each supervisory authority will compile a report of its activities at specific times. This 
report is published. 

6. Each supervisory authority, irrespective of which national laws apply to the 
processing in question, is competent to exercise the authority vested in it on the territory of 
its own member state. Each authority may be requested by an authority in another member 
state to exercise its powers. 

The supervisory authorities mutually cooperate in as far as is necessary to carry out their 
tasks, especially by exchanging any useful information. 

7. The member states determine that the members and staff of the supervisory 
authorities should also be bound by professional confidentiality after completing their 
activities with regard to the confidential data to which they had access." 

The Act dated 8 December 1992 governing the protection of privacy with regard to the 
processing of personal data provides more details about the authority of the (Belgian) 
Privacy Commission. It grants the Privacy Commission the authority to provide advice or 
recommendations about any matter concerning the application of the basic principles of 
privacy protection within the context of the laws that contain stipulations regarding the 
protection of privacy when it comes to processing personal data (Article 29 and 30), as well 
as to investigate any signed and dated complaints sent to it (Article 31). The Privacy 
Commission may also take advice from experts and carry out local investigations (Article 32 
Section 1). The Privacy Commission reports any violations that come to its attention to the 
public prosecutor (Article 32 Section 2). The chairman ofthe Privacy Commission can submit 
any dispute about the application of the Act dated 8 December 1992 and its implementation 
regulations to the Court of First Instance, notwithstanding the competence of the normal 
courts to enforce general principles regarding privacy protection. The Act dated 8 December 
1992 also contains penal provisions (Article 38-43). 

In adherence to the General Data Protection Ordinance, the Act dated 3 December 2017 
regulating the establishment of the Data Protection Authority will also come into effect in 
Belgium on 25 May 2018, revoking Chapters VII and VIia (concerning the Privacy 
Commission and the sectoral committees) of the Act dated 8 December 1992. The Data 
Protection Authority will replace the Privacy Commission; an inspectorate will be able to 
investigate and the litigation chamber will be able to take various measures, including 
ordering processing to be carried out in accordance with the legislation, imposing 
administrative fines and ordering the suspension of international data flows to another · 
state or international institution (an appeal can be brought against such orders at the 
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"Marktenhof", i.e. a division of the Brussels Appeal Court). 

From this it appears that the Data Protection Authority will have more extensive powers 
than the Privacy Commission under current legislation. While the Privacy Commission is now 
able to formulate advice and recommendations, report alleged violations to the public 
prosecutor and submit the aforementioned disputes to the normal courts, the Data 
Protection Authority will also be invested with the authority to conduct an administrative 
investigation (via its inspectorate) and subsequently to forward the case (i) to the chairman 
of the litigation chamber (ii) to the public prosecutor if the facts may amount to a criminal 
breach, (iii) to close the case, or (iv) to forward it to a data protection authority of another 
state. The litigation chamber is an administrative law college that can impose sanctions. 

While the supervisors of other member states now have the administrative authority, based 
on their national legislation, to order their own measures or to impose fines for violation of 
national privacy legislation, this is not yet the case in Belgium under current privacy laws 
(see fine imposed by the Hungarian authorities in the Weltimmo case, which lodged an 
appeal against this decision in the Hungarian courts, see below). The current Act dated 8 
December 1992 does provide the chairman of the Privacy Commission with the right to 
submit any dispute regarding the application of the Act dated 8 December 1992 and its 
implementation regulations to the Court of First Instance; under current Belgian law, the 
Privacy Commission can thus exercise its authority as the Belgian supervisor in a useful way 
if it is subsequently able to request the Belgian judge to impose certain measures in 
accordance with Belgian law. 

17. 

According to Article 3a the Belgian Privacy Act is territorially applicable to (underlining by 
the court): 

1° on processing of personal data being carried out in the context of the effective 
and actual activities of a permanent establishment of the party responsible for 
processing on Belgian soil or in a place where Belgian law applies on the basis of 
international public law: 

2° on processing of personal data by a party responsible that does not have a 
permanent establishment within the territory of the European Community, provided 
that the automated or non-automated means used to process such personal data 
are found on Belgian soil, as opposed to those solely used to channel personal data 
over Belgian soil. Under the circumstances intended in 2°, the party responsible for 
processing must appoint a representative established in Belgium, notwithstanding 
any legal claims that may be instituted against the responsible party itself. 

Article 3a was incorporated into the Act dated 11 December 199818 for implementation of 
Directive 95/46/EC dated 24 October 1995. The preparatory work for the Act dated 11 
December 1998 thus explained the following (underlining and boldface by the court): 

18 Act for the implementation of Directive 95/46/EC dated 24 October 1995 of the European Parliament and 
the Council regarding the protection of natural persons when it comes to processing personal data and the 
free movement of such data, Belgian State Gazette dated 03/02/1999, effective as of 01/09/2001. 
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"This article is the implementation af Article 4 of the European directive. Among other 
things, it is the intention of Article 4 ta ensure that all processing of personal data carried aut 
within the European Union should fall under the laws of one of the member states, so that 
no person is excluded fram the pratectian ta which he has a right in terms of the directive 
(Consideration 18 af the Directive). The criterion employed by the directive ta determine by 
which member state the legislation should be implemented is the location of the 
establishment for which such processing takes place. Ta find aut which member state should 
implement the legislation, the following question needs to be asked: on the territary of which 
member state is the establishment within which the activities related to the processing of 
personal data are carried out? It is therefore not the processing location that is the 
determining factor, nor the location of the head office or residence of the party responsible 
for processing. The question is: within the context of the activities of which establishment 
of the responsible party does processing take place and in which territory is this 
establishment located? It is perfectly possible that processing (such as market research) may 
be carried out in Belgium, but takes place within the context of the activities of an 
establishment of the responsible party in another member state; in this case the legislation 
of the other member state will apply. Consideration 21 of the European directive makes it 
clear that this regulation is not in conflict with the territoriality regulations regarding penal 
Jaw. In specific cases it will not even always be clear to which establishment the processing 
of personal data can be allocated. Companies established in the various member states, but 
belonging to the same group, sometimes entrust control of their database of customer or 
staff data to a single company of the group. Where each company of the graup processed 
data, even with the aid of the central database, such processing is subiect to the Jaws of the 
member state in which the company that makes use af the central database is established. 
( ... ) In addition to the question about applicable law, It must therefore also be verified who 
the party responsible for processing is in this situation, in other words who decides abaut the 
purpose and means of such processing. The answer to this question is, among other reasons, 
important because the responsible party with an establishment in the territory of various 
member states must take the necessary steps to ensure that each of the establishments 
fulfils the obligations imposed by the relevant national legislation. 

Consideration 19 of the directive states that "the establishment on the territory of a member 
state assumes the effective and actual exercise of activities by a permanent establishment". 
Due to the importance of this matter, such definitions have been incorporated into the text 
of the proposed Article 3a ( ... ). Furthermore, the same consideration states "that the legal 
form of such an establishment, whether a branch office or a subsidiary that is a legal entity, 
is not decisive in this regard". If the same responsible party is established in the territory of 
various member states, he must fulfil the obligations of the relevant legislation at each of 
these establishments. To prevent any person within the European Union from not enjoying 
protection regarding the processing of personal data because the party responsible for such 
processing does not have an establishment in a member state of the European Unian, a 
different criterion is used in such cases to indicate the applicable law. The determining factor 
is thus the member state in which the means with which the processing of personal data 
takes place are located. The term "means" refers to any installation such as computers, 
telecommunications equipment, printers, etc., but explicitly not to means that are solely 
used to channel personal data over a territory, such as cables, routers, etc. 

if the responsible party has an establishment on Belgian soil and processes personal data in 
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a country outside the European Union within the framework of the activities of such an 
establishment, Belgian Jaw will be applicable to such processing. This may, for example, 
mean that a pharmaceutical company established in Belgium collects health data as part of 
medication trials conducted in Africa and subsequently processes such data in Belgium. This 
Belgian company will then need to apply the principles of Belgian law to its data collection 
activities in Africa. Article 4, Section 2 of the European directive states: "Under the 
circumstances intended in Section I c)." The circumstances intended in Section I c) refer to a 
situation in which "the party responsible for processing is not established in the territory of 
the European Community". The obligation to appoint a representative in Belgium can thus 
only be imposed on responsible parties that are not established in the territory of the 
European Community". 

Article 4 of Directive 95/46/EC dated 24 October 1995 stipulates the following: 

"1. Each member state applies its national regulations defined for the implementation of this 
directive to the processing of personal data if: 

a) processing takes place within the context of the activities of an establishment in the 
territory of the member state of the party responsible for such processing; when the same 
responsible party has an establishment in the territory of various member states, it shall take 
the necessary steps to ensure that each of these establishments fulfils the obligations 
imposed by the relevant national legislation; 

b) the party responsible for processing is not established in the territory of the member 
state, but in a place where national law applies on the basis of international public law; 

c) the person responsible fat processing is not established in the territory of the 
European Union and makes use of automated or non-automated means to process personal 
data, with such means located in the territory of the aforementioned member state, except 
where such means located in the territory of the European Union are only used for 
channelling purposes. 

2. In Section 1 c), Circumstances intended, the party responsible for processing must appoint 
a representative established in the territory of the relevant member state, notwithstanding 
any legal claims that may be instituted against the responsible party itself." 

18. 

The ruling of the European Court of Justice provides more insight in (i) how Article 4 of 
Directive 95/46/EC should be interpreted and (ii) the powers of the national supervisory 

authorities. 

In its ruling C-131/12 dated 13 May 2014 (Google Spain SL and Google Inc. vs Agenda 
Espanola de Protecci6n de Datos (AEPD) and Mario Costeja Gonzalez), the European Court 
of Justice appears to have assumed the territoriality principle on the one hand and the 
consequential principle on the other. The Court of Justice considered the following: 

,, 

45 With his first question, sub a, the referring judge wishes to find out whether Article 4, 
Section 1, Sub A of Directive 95/46 should be interpreted thus that personal data are being 
processed within the framework the activities of an establishment in the territory of the 
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member state af the party responsible for processing, in the sense of this regulation, 
provided that one or several af the following three conditions have been met: 

the operator of a search engine sets up a branch office or subsidiary in one 
member state in order to market and sell the advertising space offered by this search 
engine, with the activities of this office or subsidiary being aimed at the residents of 

the member state, or 

the mother company appoints a subsidiary established in this member state 
as its representative and as the party responsible for the processing of two specific 
databases, containing the data of customers who have concluded advertising 
agreements with the company, or 

the branch office or subsidiary established in a member state forwards any 
complaints and injunctions regarding the handling of data protection laws that result 
from both the parties involved and the competent authorities to the mother 
company, which is established outside the European Union, even if such collaboration 

is voluntary. 

46 With regard to the first of these three conditions, the referring judge remarked that 

Google 

Search is being operated and controlled by Google Inc. and that it has not been shown that 
Google Spain carries out any activity in Spain that is directly linked to the indexing or storage 
of information or data derived from the websites of third parties. The promotion and sale of 
advertising space carried out by Google Spain in Spain is, however, in the opinion of the 
referring judge, the main component of the commercial activities of the Google group and 
may be deemed to be closely associated with Google Search. 

47 Costeja Gonzalez, the Spanish, Italian, Austrian and Polish governments and the 
Commission are of the opinion that, taking into account the indissoluble ties between the 
activities of the search engine operated by Google Inc. and the activities of Google Spain, the 
latter should be deemed to form an establishment of the former within the activity 
framework of which personal data are processed. Google Spain, Google inc. and the Greek 
government, on the other hand, are of the opinion that Article 4, Section 1, Sub A of Directive 
95/46 does not apply in the case in which the first of the three conditions mentioned by the 
referring judge has been met. 

48 In this context it must first be stated that Section 19 of the preamble to Directive 
95/46 specifies that "the establishment in the territory of a member state assumes the 
effective and actual exercise of activities by a permanent establishment" and "that the legal 
form of such an establishment, whether it be a branch office or a subsidiary as a legal entity, 
is not the determining factor here". 

49 It is not disputed that Google Spain carries out actual and real activities via its 
permanent establishment in Spain. As this establishment is also a legal entity, it thus forms a 
subsidiary of Google Inc. on Spanish soil and is thus an "establishment" in the sense of Article 
4, Section 1, Sub O of Directive 95/46. 

50 Furthermore the criterion set in this regulation has been met if the processing of 
personal data by the responsible party is "carried out within the framework of the activities" 
of an establishment of this responsible party in the territory of a member state. 
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51 According to Google Spain and Google Inc. this is not the case, as the processing of 
personal data at issue in this case is being solely carried out by Google Inc., which operates 
Google Search without any intervention from Google Spain, the activities of which are 
limited to supporting the advertising activities of the Google group, which are separate from 
its search engine service. 

52 As the Spanish government and the Commission have specifically emphasised, Article 
4, Section 1, Sub A of Directive 95/46 does not, however, require the processing of personal 
data in question to be carried out "by" the establishment itself but only that it is carried out 
"within the framework of the activities" of this establishment. 

53 Moreover, taking into account the objectives of Directive 95/46, i.e. to guarantee 
adequate and complete protection of the fundamental rights and freedoms of natural 
persons regarding the processing of personal data, and especially their right to privacy, the 
latter phrase should not be restrictively interpreted (in this regard, see the ruling on L'Oreal 
e.a., C-324/09, EU:C:2011:474, Sections 62 and 63}. 

54 It must be noted in this context that especially Sections 18 to 20 of the preamble to 
Directive 95/46 and Article 4 thereof show that by providing a particularly wide territorial 
working sphere, the European Union legislator wished to avoid any person being excluded 
from the protection guaranteed by this directive and that such protection should not be 
circumvented. 

55 Taking into account this objective of Directive 95/46 and the wording of Article 4, 
Section la thereof, it follows that the processing of personal data on behalf of a search 
engine service such as Google Search, which is being operated by a company with its head 
office in a third country, but which has an establishment in a member state, is carried out ... 
within the context of the activities of this establishment, provided that the establishment is 
intended to handle advertising and sales of the advertising space offered by this search 
engine in the member state in question, with the aim of rendering the service provided by 
this search engine profitable. 

56 Under similar circumstances, the activities of the search engine operator and those of 
the establishment in the relevant member state are inseparably linked, as the activities 
concerning advertising space form the means of rendering the search engine in question 
profitable and this machine can simultaneously be the means through which these activities 
can be carried out. 

57 Within this context, it must be remembered that, as set out in Sections 26 to 28 of the 
ruling in question, the reproduction of personal data in the results list of a search request 
already counts as processing such data. As the reproduction of this results list is associated 
with the reproduction of advertisements associated with the search terms on the same 
website, it follows that the relevant processing of personal data is carried out within the 
framework of the advertising and commercial activities of the establishment of the party 
responsible for processing in the territory of a member state, in this case on Spanish soil. 

58 Under the circumstances, it cannot be assumed that the processing of personal data 
carried out for the purposes of this search engine would be exempt from the obligations and 
guarantees of Directive 95/46, which would be in conflict with the useful effect of this 
directive and the effective and full protection of the fundamental freedoms and rights of 
natural persons who intended to insure themselves (see a similar ruling for L'Oreal e.a., 
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EU:C:2011:474, Sections 62 and 63}, and especially with respect for their privacy, in 
conjunction with the processing of personal data, to which this directive attaches particular 
importance and as especially confirmed by Article 1, Section 1 and in Sections 2 and 10 of the 
considerations thereof (see the rulings for Osterreichischer Rundfunk e.a., C-465/00, C-
138/01 and C-139/01, EU:C:2003:294, Section 70; Rijkeboer, C-553/07, EU :C:2009:293, 
Section 47, and /PI, C-473/12, EU:C:2013:715, Section 28 and the rulings cited therein in this 
regard). 

59 As the first of the conditions indicated by the referring judge would suffice to 
determine that an establishment such as Google Spain fulfils the criteria of Article 4, Section 
la of Directive 95/46, the other two conditions do not need to be investigated. 

60 From the aforementioned it follows that the response to the first question, Sub a, 
would be that Article 4, Section la of Directive 95/46 should be interpreted that processing 
of personal data takes place within the context of the activities of an establishment of the 
party responsible for processing in the territory of the member state, in the sense of this 
regulation. when the operator of a search engine in one member state sets up a branch or 
subsidiary for the purposes of advertising and selling the advertising space offered by this 
search engine, the activities of which are aimed at the residents of the member state." 

In its judgement C-230/14 dated 1 October 2015 (Weltimmo s.r.o. vs Nemzeti Adatvedelmi 
es lnformaci6szabadseg Hat6sag), the Court of Justice ruled as follows regarding Article 4 of 
Directive 95/46 (underlining by the court): 

"19 In his first to sixth questions, which must be jointly discussed, the referring judge 
mainly wishes to establish whether Article 4, Section 1 a) and Article 28, Section 1 of 
Directive 95/46 should be interpreted such that, on the basis of these regulations and under 
circumstances similar to those of the main proceedings, the supervisory authority of one 
member state can impose the national laws regarding data protection of this state on a 
party responsible for data processing, whose company is registered in another member state 
and operates a site for real estate located in the territory of the first of these two states. He 
particularly wished to know whether it was important that this member state was the 
member state: 

on which the operations of the party responsible for processing personal data are 
focused; 
where the real estate in question is located; 
from which information regarding the owners of such real estate is forwarded; 
in which the owners are registered, and 
where the owners of the company have their residence. 

20 As far as the applicable law is concerned, the referring judge made particular 
mention of Slovak and Hungarian law. The first is the law of the member state where the 
party responsible for processing the relevant personal data is registered, while the second is 
the law of the member state on which the websites in the main proceedings are focused, in 
the territory in which the real estate for which advertisements were published is located. 

21 It was found in this regard that Article 4 of Directive 95/46, with the heading 
"Applicable national law", as incorporated into Chapter I of the Directive under the heading 
"General regulations" is concerned with the same question. 

22 On the other hand, Article 28 of Directive 95/46, headed "Supervisory authority", is 
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about the role and powers of this authority. Based on Section 1 of this Article 28, it has been 
tasked with the implementation - within the territory of the member state under which it 
falls - of the regulations defined for the execution of this directive. According to Article 28, 
Section 6 of the aforementioned directive, the supervisory authority exercises the powers 
with which it has been vested, irrespective of which national Jaws apply to the processing of 
personal data. 

23 It must thus be determined, not on the basis of Article 28 of Directive 95/46, but on 
the basis of Article 4 of this directive, which national laws apply to the party responsible for 
processing. 

24 According to Article 4, Section 1 a) of Directive 95/46, each member state applies its 
national regulations, as defined for the execution of this directive, to the processing of 
personal data, where such processing takes place within the scope of the activities of an 
establishment in the territory of the member state of the party responsible for processing. 

25 Given the objective of Directive 95/46, i.e. to guarantee complete protection of the 
fundamental rights and freedoms of natural persons with regard to the processing of 
personal data, especially the right to privacy, the expression "within the scope of the 
activities of an establishment" ma)I not be restrictively interpreted (in this regard, see the 
ruling on Google Spain and Google, C-131/12, EU:C:2014:317, Section 53). 

26 In order to achieve this goal and to prevent any person from being excluded from the 
protection to which he has a right in accordance with this directive, the eighteenth 
consideration of this directive states that all processing of personal data within the European 
Union must be carried out in accordance with the legislation of one of the member states 
and that any processing carried out by a person on behalf of the party responsible for 
processing that is established in one member state is to be regulated by the Jaws of that 
state. 

27 The European Union legislator has thus provided a particularly wide territorial work 
sphere for Directive 95/46, as set out in Article 4 of the directive (in this regard, see the ruling 
for Google Spain and Google, C-131/12, EU:C:2014:317, Section 54). 

28 As far as the term "establishment" is concerned, it must be remembered that the 
nineteenth consideration of Directive 95/46 states that the establishment in the territory of a 
member state assumes that activities are effectively and actually carried out by a permanent 
establishment and that the legal form of such an establishment, irrespective of whether it is 
a branch or a subsidiary which is a legal entity, is not decisive (ruling Google Spain and 
Google, C-131/12, EU:C:2014:317, Section 48). This consideration also specifies that, when a 
single party responsible for processing is established in the territory of various member 
states, this party must particularly guarantee the prevention of any form of contravention of 
the Jaw and ensure that each of the establishments fulfils the obligations imposed on such 
activities by the national Jaws . 

. 29 As the advocate-general essentially stated in Sections 28 and 32 to 34 of his 
conclusion, a flexible interpretation of the term "establishment" to include a formalistic view 
according to which a company is only established in the place where it is registered, must 
thus be rejected. Thus, to determine whether a company responsible for data processing has 
an establishment in the sense of Directive 95/46 in a member state other than the member 
state or third-party country in which it is registered, both the permanence of the 
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establishment and the extent ta which the activities are actually carried out in the other 
state are evaluated, taking into account the specific nature of the operations and the 
services rendered. This most particularly applies to companies that only offer their services 
online. 

30 Taking into account the objective of the directive, i.e. to guarantee full and effective 
protection of the right to personal privacy and to prevent any form of contravention of the 
law, it must be determined in this regard that, under certain circumstances, even a single 
representative may be regarded as a permanent establishment, provided that such a 
representative acts with a sufficient amount of permanence and has the means required to 
render the services in question in the member state in question. 

31 In order to achieve the aforementioned objective, it must be determined whether the 
term "establishment" in the sense of Directive 95/46 refers to any form, however minor, of 
real and actual activity exercised via a permanent establishment. 

32 In the case in question, the activities carried out by Weltimmo involved the operation 
of one or several sites for real estate located in Hungary, with advertising having to be paid 
for within one month. This company thus focuses on carrying out real and actual activities in 
Hungary. 

33 In particular, it also appears from the explanations of the Hungarian supervisory 
authority that Weltimmo in Hungary had a representative listed in the Slovak register of 
companies under a Hungarian address, who attempted to conclude payment agreements 
with the advertisers. This representative maintained contact between the company and 
those· who had submitted a complaint and represented the company in its operational and 
legal proceedings. In addition, the aforementioned company had opened a bank account in 
Hungary to collect outstanding payments for its invoices, as well as making use of a post 
office box in the territory of this member state to manage its current affairs. These elements, 
which the referring judge needs to verify, could - in a situation such as these court 
proceedings - demonstrate that there is an "establishment" in the sense of Article 4, Section 
1 a) of Directive 95/46. 

34 In the second instance it is important whether the relevant processing of personal 
data took place "within the scope of the activities" of the establishment. 

35 The Court has already judged that Article 4, Section 1 a) of Directive 95/46 does not 
require that the relevant processing of personal data should be carried out "by" the relevant 
establishment itself, but only that it should be carried out "within the scope of its activities" 
(ruling for Google Spain and Google, C-131/12, EU:C:2014:317, Section 52). 

36 In the present case the processing relevant for the main proceedings primarily 
consisted of the personal data of owners of real estate being entered into the equipment 
maintained at Weltimmo's permanent sites and that, in this case, the data were used to bill 
for advertising on a monthly basis. 

3 7 It must also be remembered that, with regard to the internet in particular, the Court 
has already judged that the placement of personal data on a website must be regarded as 
"processing" in the sense of Article 2 b/ of Directive 95/46 (ruling Lindqvist, C-101/01, 
EU:C:2003:596, Section 25 and Google Spain and Google, C-131/12, EU:C:2014:317, Section 
26). 
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38 This leaves no doubt that such processing takes place within the scope of Weltimmo's 
activities in Hungary, as described in Section 32 of this ruling. 

39 Notwithstanding the verifications mentioned in Section 33 of this ruling, which the 
referring judge must carry out in order to determine whether the party responsible for 
processing had an establishment in Hungary, it must consequently be deemed that such 
processing took place within the scope of the activities of this establishment and that, based 
on Article 4, Section 1 a) of Directive 96/46, Hungarian laws governing the protection of 
personal data would apply in a situation such as the main proceedings. 

40 The circumstances that the owners of the real estate being advertised are Hungarian, 
on the other hand, is of no importance when it comes to determining which national laws 
should apply to the data processing referred to in the main proceedings. 

41 Considering the aforementioned, the response to the first six questions must be as 
follows: 

Article 4, Section 1 a) of Directive 95/46 should thus be interpreted such that, based 
on this article, it is possible to apply legislation regarding the protection of personal 
data originating in a member state other than that where the party responsible for 
processing such data Is registered , provided that the intended responsible party 
carries out a real and actual activity via a permanent establishment in the territory of 
the first member state. even if only at a low level. within the scope of which such 
processing takes place: 
in order to determine, under circumstances such as the main proceedings, whether 
this applies, the referring judge may take into account the fact that the activity of the 
party responsible for processing, within the scope of which such processing takes 
place, consists of the operation of a permani;nt site for real estate, located in the 
territory of the member state, presented in the language of the member state, and 
that this activity is thus primarily, although not necessarily entirely, aimed at the 
intended member state, as well as the fact that this responsible party in the member 
state has a representative tasked with the collection of payments in respect of the 
open invoices resulting from the activity as well as with representation of the 
responsible party in operational and legal proceedings concerning the processing of 
the relevant data; 
on the other hand, the nationality of those whose data are being processed is 
irrelevant." 

In the "Weltimmo" ruling, the Court of Justice also pronounced on the powers of the 
national authorities where their own laws or the laws of another member state apply 
(underlining by the court}: 

"42 The seventh question is only put in the event that the Hungarian authorities would be of 
the opinion that Weltimmo does not have an establishment in the sense of Article 4, Section 
1 a) of Directive 95/46 in Hungary, but in another member state, carrying out activities 
within the scope of which the personal data in question are being processed. 

43 With this question, the referring judge essentially wishes to establish whether, in the 
event that the Hungarian supervisory authority should reach the conclusion that Hungarian 
law does not apply to the processing of personal data, but rather the laws of another 
member state, Article 28, Sections 1, 3 and 6 of Directive 95/46 should be interpreted such 
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that the authority can only exercise certain powers in Article 28, Section 3 of the directive, in 
accordance with the rights of the other member state, and would not be able to impose any 
sanctions. 

( ... ) 
46 In the second place it must be verified, in the light of Article 28, Sections 1, 3 and 6 of 
Directive 95/46, what the powers of the supervisory authority are. 

47 It follows from Article 28, Section 1 of the directive that each supervisory authority 
instituted by a member state must ensure adherence to the stipulations of Directive 95/46 
within the territory of that member state. 

48 Based on Article 28, Section 3 of Directive 95/46, the supervisory authorities 
specifically have investigative powers, such as the right to obtain all information required to 
carry out their supervisory duties, and effective powers to intervene, such as the power to 
order the blocking, deletion or destruction of data, to prohibit their processing, either 
temporarily or permanently, or the power to issue a warning or rebuke to the party 
responsible for such processing. 

49 Taking into account the non-exhaustive nature of these so-called powers and the 
type of intervention powers mentioned in this stipulation, as well as the leeway granted to 
the member states in the implementation of Directive 95/46, it must be concluded that 
intervention powers may also include the power to punish the party responsible for 
processing by imposing a fine in the case in question. 

50 The powers granted to the supervisory authorities must be exercised in accordance 
with the procedural right of their own member state. 

51 It follows from Article 28, Sections 1 and 3 of Directive 95/46 that each supervisory 
authority exercises all the powers with which it has been vested in the territory of the 
member state to which it belongs, in order to guarantee adherence to the regulations 
governing data protection within that territory. 

52 This territorial application of the powers of each supervisory authority is confirmed in 
Article 28, Section 6 of the Directive, which stipulates that each supervisory authority, 
irrespective of which national laws apply, is entitled to exercise the powers granted to it in 
accordance with Article 28, Section 3 of this Directive, within the territory of its own member 
state. Section 6 of Article 28 also states that each authority may be requested by an 
authority in a different member state to exercise its powers and that the supervisory 
authorities should collaborate in as far as this is required to carry out their tasks, especially 
by exchanging any useful information. 

53 This stipulation is required to guarantee the free flow of personal data within the 
European Union, without losing sight of adherence to the regulations governing the 
protection of the privacy of natural persons as provided for in Directive 95/46. If the party 
responsible for processing personal data should be subject to the laws of a member state, 
but violate the right to the protection of the privacy of natural persons in another member 
state by focusing its activities on the other member state without being established there in 
the sense of this directive, it would be difficult or even impossible to force this party to 
honour these privacy rights in the absence of the aforementioned stipulation. 

54 It thus follows from Article 28, Section 6 of Directive 95/46 that the supervisory 
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authority of a member state where natural persons have filed a complaint about the 
processing of their personal data based an Article 28, Section 4 of the Directive, this 
complaint may be investigated irrespective of the applicable law, even if the laws applicable 
to the data processing in question are those of another member state. 

55 In this case the powers of the authority do not necessarily comprise all the powers 
granted to it in accordance with the laws of the member state ta which it belongs. 

56 As the Advocate-General indicated'in Section 50 of his conclusion, it follows from the 
claims resulting from the territorial sovereignty of the member state in question, the legality 
principle and the concept of a constitutional state that the power to impose sanctions can in 
principle not be exercised outside the legal limits within which an administrative authority is 
authorised to act, in adherence to the laws of the member state to which it belongs. 

57 Thus, when a supervisory authority has received a complaint in accordance with 
Article 28, Section 4 of Directive 95/46, it may exercise its investigative powers. irrespective 
of the applicable Jaw, even before it knows which national Jaws apply to the processing in 
question. However, if it comes to the conclusion that the right of another member state 
applies, it cannot impose any sanctions outside the territory of the member state to which it 
belongs. In such a situation it must, based on the collaborative obligation of Article 28, 
Section 6 of the Directive, request the supervisory authority of the other member state 
whether a potential violation of this right has taken place and, if so, that the other member 
state should impose sanctions and in the case in question be able to rely on the information 
it has been provided with. 

58 The supervisory authority ta which such a complaint has been submitted may, within 
the scope of this collaboration, carry out other investigations at the instructions of the 
supervisory authority of the other member state.· 

59 Consequently, in a situation such as this court case, in the event that the applicable 
law should be that of a member state other than Hungary, the Hungarian supervisory 
authorities would not be able to exercise the right to impose sanctions which Hungarian law 
has vested them with. 

60 It follows from the aforementioned that the seventh question should be answered 
such that, in the case that the supervisory authority of a member state that has received 
complaints in accordance with Article 28, Section 4 of Directive 95/46 should reach the 
conclusion that the Jaw that applies to the processing of the personal data in question, is not 
the national Jaw of the member state, but that of another member state and that Article 28, 
Sections 1. 3 and 6 af the Directive should thus be interpreted such that the supervisory 
authority can only exercise the actual power to intervene with which it has been vested in 
terms of Article 28, Section 3 of the aforementioned Directive, within the territory of the 
member state to which it belongs. Consequently, based on the law of the member state, it 
cannot impose sanctions on a party responsible for the processing of data that is not 
established within that territory, but would, in terms of Article 28, Section 6 of the directive, 
have to request the supervisory authority of the member state whose Jaws apply to 
intervene." 

In its judgement C-191/15 dated 28 July 2016 (Verein for Konsumenteninformation 
Amazon), the Court of Justice considered the following (underlining by the court): 

"72 With his fourth question, under b), the referring judge essentially wishes to establish 
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whether Article 4, Section 1 a) of Directive 95/46 is to be interpreted in such a way that the 
processing of personal data by an e-commerce company is controlled by the laws of the 
member state on which such a company focuses it activities. 

73 According to Article 4, Section 1 a) of Directive 95/46, each member state applies its 
national regulations, as defined for the execution of this directive, to the processing of 
personal data, where such processing is carried out within the scope of the activities of an 
establishment in the territory of the member state of the party responsible for processing. 

74 This means that the processing of data within the scope of the activities of an 
establishment is controlled by the laws of the member state in the territory where the 
establishment is located. 

75 Jn the first place, as far as the term "establishment" in the sense of Article 4, Section 
1 a) of Directive 95/46 is concerned, the Court has already determined that this term applies 
to any form of real and actual activity, however limited, that is. exercised by a permanent 
establishment (ruling dated October 2015, Weltimmo, C-230/14, EU:C:2015:639, Section 31). 

76 As the Advocate-General mentioned in this regard in Section 119 of his conclusion, 
the fact that the party responsible for data processing does not have a subsidiary or branch 
office in a member state, does not exclude that it may have an establishment there in the 
sense of Article 4, Section 1 a) of Directive 95/46. However, such an establishment cannot be 
said to exist simply because the website of the company in question is accessible there. 

77 As the Court has already determined, the degree of permanence of the establishment 
must be evaluated rather than answering the question to which extent real activities have 
been carried out in the member state in question (in this regard, see the ruling dated 1 
October 2015, Weltimmo, C-230/14, EU:C:2015:639, Section 29). 

78 In the second place, as far as the question whether the processing of personal data is 
being carried out "within the scope of the activities" of the establishment in the sense of 
Article 4, Section 1 a) of Directive 95/46 is concerned, the Court has already pointed out that 
this stipulation does not require the processing of personal data to be carried out "by" the 
relevant establishment itsell but only that it should be carried out "within the scope of its 
activities" (ruling dated 1 October 2015, Weltimmo, C-230/14, EU:C:2015:639, Section 35}. 

79 It is up to the referring iudqe, in view of this iudqement and taking into account all 
the relevant circumstances of the proceedings in question, to decide whether Amazon EU 
carries out the data processing in question within the scape of the activities of an 
establishment in a member state other than Luxembourg. 

80 If the referring iudqe shauld reach the conclusion that the establishment within the 
scope of which Amazon EU processes these data is located in Germany, such data processing 
would be governed by German law, as the Advocate-General remarked in Section 128 of his 

conclusion. 

81 Taking these facts into account, the answer to the fourth question under b} must be 
that Article 4, Section 1 a) of Directive 95/46 should be interpreted such that the processing 
of personal data by an e-commerce company is controlled by the laws of the member state 
on which the company focuses its activities, i(it should appear that this company carries out 
the relevant data processing within the framework of the activities of an establishment in 
the member state. It is up to the national iudqe to decide whether this is the case. 
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19. 

As indicated, Facebook is an internationally represented, free online social network site 
which, based on the information it collects about persons by means of its network site, 
social plug-in applications, cookies, pixels, etc. can target individual internet users very 
specifically with advertising, wherever in the world they may be. 

The defendants cannot reasonably dispute that Facebook processes personal data by means 
of its cookies, social plug-ins and pixels, in the sense of Directive 95/46/EC (see the 
definitions incorporated in Article 2, a) and b) of the Directive). It is, after all, the case that 
these techniques permit Facebook to collect and store information etc. about persons who 
can be identified on the basis of, among other things, their IP address(es) and the unique 
identifiers in cookies, as laptops and smartphones, etc. are in practice used by a single 

person. 

Article 2 d of the Directive defines the "party responsible for processing" as "the natural or 
legal person, government agency, service or any other body which, either alone or together 
with others, determines the purpose and means of processing personal data; when the 
purpose of and means for processing are set out in national or common law or procedural 
law, it can be determined in national or common law who the party responsible for 
processing is or according to which criteria such a party is appointed". 

Article 2d of the Directive defines the "processor" as "the natural or legal person, 
government agency, service or any other body which processes personal data on behalf of 

the person responsible for their processing". 

The defendants maintained that Facebook Ireland was set up in 2010 as the responsible 
party for all processing of user data outside the United States and Canada and that it also 
effectively assumes this responsibility within the EU. Among other things they also refer to 
the data policy of the Facebook service available at https://www.facebook.com/policy.php, 

Document 3 Defendants). 

The Privacy Commission rightly notes that; within the framework of Article 4, Section 1 a) of 
Directive 95/46/EC, it is not relevant where exactly the party responsible for processing 
personal data is established (within or outside the EU). 

In view of the ruling of the Court of Justice, the court in these proceedings needs to verify 
whether Belgian privacy laws apply, which would be the case if Facebook Ireland and/or 
Facebook, Inc. should carry out even minor real and actual activities on Belgian soil via a 
permanent establishment, within the framework of which processing takes place, or even if 
the party responsible for the processing of personal data carries out the relevant data 
processing within the framework of the activities of an establishment in Belgium. 

The question is thus precisely which activities Facebook Belgium is carrying out. 

From the documents submitted it appears that Facebook Belgium forms part of the 
"Facebook group" and that it was established on 31 May 2011 by the companies under 
United States law, "Facebook Global Holdings II" and "Facebook Global Holdings I". Their 
statutory purpose includes carrying out activities with regard to public matters, lobbying, a 
specialised public and NGOs, media, crisis control, searches and studies, education and 
training (including media training) (see Document G.1 Plaintiff). 
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In their summary conclusion, the defendants explained that Facebook Belgium is an entity 
set up to focus on relations with EU institutions (at the time of conclusion, it had five 
employees who were engaged in such activities) and that also provides support to 
advertisers who are customers of Facebook Ireland but who are in Belgium (at the time of 
conclusion, there were three employees engaged in these activities). They also pointed out 
that Facebook Belgium does not play a role nor have any .knowledge of how exactly 
Facebook Ireland exercises control over and makes use of the data received from the 
"cookies" and that Facebook Belgium bvba also does not make use of the data in question. 

The Privacy Commission remarked that the defendants in the interim proceedings 
maintained that "two members of staff (of Facebook Belgium) are in contact with Belgian 
companies to provide supporting services i.r.o. the marketing and selling of advertising space 
by Face book Ireland", that two members of staff of Face book Belgium bvba "provide support 
ta Facebook Ireland in matters of advertising" and that Facebook Belgium "collaborates in 

the marketing of advertising space". 

The annual report attached to the annual accounts of the managers of Facebook Belgium 
submitted to the annual general meeting of shareholders for decision-making regarding the 
year ended on 31/12/2014 (Document G.2 Plaintiff) states that the principal activity of the 
company in 2014 consisted of providing support to the "public policy" and to the sales and 
marketing services of the Facebook Group and that the company had five employees as at 
the end of 2014. The managers of Facebook Belgium describe the main risks and 
uncertainties with which the company is confronted_as being (i) the rise of competing social 
networks to which Facebook users might switch, (ii) an attack on the safety and the possible 
crash of the website, resulting in users losing their trust in the website, (iii) problems 
associated with the protection of privacy, which could result in a drop in the number of 
users, and (iv) a worldwide recession, which could result in less money being spent on 

advertising. 

According to the policy report of the managers for the year ended on 31/12/2015 
(Document G.3 Plaintiff), the main activity of Facebook Belgium was to provide support to 
the public policy of the Facebook Group and that the company had four employees as at the 
end of 2015. As the company also provided sales and marketing services to the Facebook 
Group, the managers described the various risks and uncertainties confronting the company 
as (i) the impossibility of retaining existing customers and attracting new customers or a 
drop in interest in Facebook products, (ii) uncertainty due to the competitive sector, and (iii) 
the loss of essential staff or the impossibility of attracting highly qualified staff in the future. 

It appears from the other documents submitted (including a vacancy), that Facebook 
Belgium focuses on the public policy of the Facebook Group. Among other things it carries 
out lobbying activities with the authorities and politicians, providing information about the 
products and activities of Facebook, answering questions asked by politicians and 
regulators, and providing input to assist with the development of regulations for the 
internet sector. It also maintains contact with the media and other organisations to promote 
Facebook's policy objectives, while internally advising Facebook teams about public policy 
when it comes to developing products, services and policies (freely translated as "policy 

guidelines"). 

The Privacy Commission also pointed out that a representative of Facebook Ireland declared 
during the hearing on 29/04/2015 that some of the employees of Facebook Belgium are 

Dutch-language Court of First Instance in Brussels -AR 2016/153/A 39 



marketing specialists, who undertake marketing for Facebook advertising products in 
Belgium (see Document D.1 Plaintiff; also see Documents E.1.a and E.1.b). It presented 
several other documents regarding individual employees of Facebook Belgium, from which 
it appeared that these focus on sales and marketing activities on Belgian soil (see 
Documents H.1 to H.6 Plaintiff, including "Alexis Lebedoff must convince companies to 
advertise alongside your profile"). 

In the "Google Spain" case, the Court of Justice found that the "Google Search" search 
engine was being operated by a company established in the United States, which 
maintained a permanent establishment in Spain that actually and really carried out an 
activity. This Spanish establishment was entrusted with the promotion and sale of the 
advertising space offered by "Google Search", which were supposed to make the search 
engine economically viable. When a person entered a term in the search engine, the display 
of this results list was accompanied by the display of advertising associated with this search 
term on the same web page. The Court of Justice was thus of the opinion that the relevant 
processing of personal data was being carried out within the scope of the marketing and 
sales activities of the establishment of the party responsible for processing within the 
territory of a member state, in this case on Spanish soil. 

In the same way, the court found in this case that the social networking site Facebook is 
being operated by the Facebook Group, which includes various linked companies, such as 
Facebook, Inc. and Facebook Ireland, which provided Facebook services in the United 
States, Canada and Europe respectively and processed personal data within the scope 
thereof. The Facebook Group also has a permanent establishment in Belgium, Facebook 
Belgium, which is a separate legal entity and carries out a real, actual and long-term activity. 
The 2015 annual financial statements of Face book explicitly mention "Face book Inc." as a 
"consolidated mother company" (Document G.3 Plaintiff). 

The link between the activities of Facebook Belgium and the Facebook Group may be 
compared to that in the case of "Google Spain". When people make use of the Facebook 
services in their wider sense or visit the websites of third parties that contain Facebook 
pixels, their personal data are processed and used for targeted advertising purposes. The 
activities of the operator of the Facebook service and those of the Belgian establishment are 

thus inseparably linked: 

the activities of Facebook Belgium (rendering support to advertisers in Belgium, sales 
and marketing activities and lobbying work) are aimed at making the Facebook social 
networking site and its related activities economically profitable (or maintaining such 

profitability); 
at the same time the Facebook social networking site and its related activities, 
including the processing of personal data, provide the means with which the Belgian 
establishment can carry out its activities. 

The court is thus of the opinion that the establishment of the party responsible for 
processing in Belgian territory is carrying out commercial activities, within the scope of 
which the relevant processing of personal data is being carried out. That Facebook Belgium 
itself does not process personal data or only acted as a commercial broker, while not signing 
the contracts with advertisers itself, as maintained by the defendants would - also in view of 
the aforementioned ruling of the Court of Justice - be irrelevant. 

As a result, based on Article 4, Section 1 a) of Directive 95/46/EC, Belgium can apply its 
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national Privacy Act to the processing of personal data that is carried out within the scope of 
the activities of Facebook Belgium, while Facebook Ireland, which is responsible for 
processing personal data, must take the necessary steps to ensure that Facebook Belgium 

fulfils the obligations imposed by the relevant national legislation. 

20. 

As indicated above, in terms of the still applicable Act dated 8 December 1992, the chairman 
of the Privacy Commission has the right to submit any dispute about the application of the 
law and its implementation regulations to the Court of First Instance (Article 32 Section 3}. 
As the Act dated 8 December 1992 did not invest the Privacy Commission with the power to 
impose measures or sanctions (although it may mediate on the basis of a dated and signed 
complaint and compile a report on an out-of-court settlement where necessary}, its 
chairman may approach the Belgian courts with a request for the imposition of specific 
measures aimed at putting an end to alleged violations of the privacy of internet users on 

Belgian soil. 

As opposed to the defendants' claim, this is not in conflict with European Union law; on the 

contrary, it results from this law, nor is it in conflict with the Belgian Constitution. 

This court is thus (internationally} competent to take note of the Privacy Commission's 

claims. 

4.2. Receivability 

4.2.1. Claim against Facebook Belgium 

21. 

In the first place, the defendants suggested that the claim against Facebook Belgium should 
be declared inadmissible, as they were not the correct defendants. According to Facebook, 
"Only the legal persons and entities responsible for the intended actions ("the parties 
responsible for data processing"), can be lawfully( ... ) summoned", while "Facebook Belgium 
is not the party responsible for processing of the contested data (or any other data being 
processed by the Facebook service)" and "does not offer the Facebook service to users". 

The Privacy Commission rightfully remarked that it concerns the substantive issue, with the 

court thus rejecting the argument of inadmissibility raised here. 

4.2.2. Claim instituted by the Chairman of the Privacy Commission - voluntary 

intervention 

22. 

The defendants also suggested that the claim as set out in the summons was brought by 
Willem Debeuckelaere "in his capacity of chairman of the Privacy Commission" and thus not 
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by or on behalf of the Privacy Commission itself. They think that only the Privacy 
Commission should have the capacity to act in disputes about the application of the Privacy 
Act dated 8 December 1992 and that the claim was thus "inadmissible, or at least 
irreceivable due to a lack of capacity to lodge this claim". 

Article 32 Section 3 of the Act dated 8 December 1992 for the protection of privacy 
concerning the processing of personal data stipulates as follows: 

"Article 32. ( ... ) 

Section 3. Notwithstanding the power of the normal courts regarding the application of the 
general principles regarding the protection of privacy, the chairman of the Commission may 
submit any dispute regarding the application of this law and its implementation measures to 
the Court of First Instance." 

The court found that the case was brought by "Mr WILLEM DEBEUCKELAERE, official, in 
accordance with Article 32 Section 3 of the Act dated 8 December 1992 for the protection of 
privacy concerning the processing of personal data, ACTING IN HIS CAPACITY OF CHAIRMAN 
OF THE BELGIAN COMMISSION FOR THE PROTECTION OF PRIVACY, with company number 
0893.076.921, in terms of Article 23 of the aforementioned Act dated 8 December 1992, in 
the Chamber of Representatives at Drukpersstraat 3, 1000 Brussels, Belgium, which he elects 
as his place of residence". 

Thus the court can only find that the case was rightly brought by the plaintiff in his capacity 
as chairman of the Privacy Commission, as explicitly set out in the act, and that the plaintiff 
has the required interest and capacity to bring the case. The Privacy Commission itself is not 
a legal entity and cannot legally act in its own right, whereas its chairman can do so. As 
opposed to the defendants' claim, it is not required that the summons should additionally 
state that Mr Debeuckelaere is bringing the claim "on behalf of" the Privacy Commission; 
this would be unnecessarily formalistic and superfluous, taking into account the wording of 
the act. 

The plaintiff's claim is thus receivable. 

23. 

On 30/06/2017 a request for voluntary intervention was filed by "THE COMMISSION FOR 
THE PROTECTION OF PRIVACY in terms of Article 23 of the aforementioned Act dated 8 
December 1992 with the Chamber of Representatives at Drukpersstraat 3, 1000 Brussels, 
with company number 0893.076.921, represented by its chairman, Mr Willem 
Debeuckelaere; here acting in accordance with Article 32 Section 3 of the Act dated 8 
December 1992". 

The defendants maintain that the voluntary intervention is irreceivable because the decision 
part thereof only reiterates what the plaintiff, Mr Willem Debeuckelaere, claims and does 
not explicitly state what the voluntary intervening party itself would expect as the ruling 
regarding such intervention. According to the defendants, this is therefore not a real 
intervention in the sense of Article 16, Section 1 Ger. W., as the intervening party: 

(i) is not a third party if the reasoning of the plaintiff is followed, i.e. that the 
Privacy Commission takes the "part of the plaintiff" in this case; 
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(ii) can only defend its own interest or provide support to the interests of a party 
already present, or lodge its own claim under the laws that are already in dispute, 
while the Privacy Commission is not doing either in this case. 

Article 15 of Ger. W. stipulates that intervention is a procedure in which a third person 
becomes a party to the case. This is either to protect the interests of the intervening party 
or one of the parties in the case, or to pronounce a conviction or order an exemption. 
According to Article 16 Ger. W. this intervention is voluntary when the third party appears 
to defend its interests. 

Page 3 of this application states as follows: "This application concerns the intervention of the 
Privacy Commission (the CBPL) in the event that your Court should find it impossible that the 
legal remedy used by the defendants should be valid (quod certe non)". "The legal remedy" 
refers to the remedy used by the defendants that the claim instituted by the Chairman of 
the Privacy Commission should be irreceivable, which the Court rejected, now that it is clear 
that the Chairman is acting within the law and that the Privacy Commission itself cannot do 
so. 

For the same reasons the court found that the request for voluntary intervention should be 
irreceivable. 

The court will hereafter refer to "the Privacy Commission" when indicating the plaintiff. 

4.2.3. Claim instituted regarding the ECA (Electronic Communications Act)19 

24. 

The defendants suggest that the claim of the Privacy Commission of an alleged violation of 
Article 129 ECA should be· irreceivable in either case, as the Privacy Commission is not 
competent to bring a legal claim regarding the ECA. They explained that his procedure is not 
limited to a claim based on (an interpretation of) Article 32 Section 3 of the Privacy Act, 
which must be restrictively interpreted, but actually concerns Article 129 ECA (under which 
cookie use falls), while the ECA does not grant the Privacy Commission the capacity to 
institute legal proceedings, but grants the capacity to act to another instance, the Belgian 
Institute for Postal Services and Telecommunication (hereinafter BIPT). 

25. 

Article 129 of the ECA stipulates: 

"Storing information or obtaining access to information already stored on the terminal 
equipment of a subscriber or user is only permitted subject to the following condition: 

1 ° that the relevant subscriber or user, in accordance with the conditions defined in the Act 
dated 8 December 1992 for the protection of privacy with regard to processing personal 
data, obtains clear and precise information about the purposes of such processing and his 
rights based on the Act dated 8 December 1992; 

19 Act of 13 June 2005 regarding electronic communication, BS 20 June 2005. 
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2° the subscriber or end user hos granted his consent after being informed in accordance 
with the stipulations in 1 •. The first section does not apply to the technical storage af 
information or access to information stored on the terminal equipment of a subscriber or 
end user for the sole purpose of sending communication via an electronic communication 
network or providing a service explicitly requested by the subscriber or end user if such 
information is strictly necessary for this purpose. Consent as intended in the first section or 
the application of the second section does not exempt the party responsible for processing 
from the obligations of the Act dated 8 December 1992 on the protection of personal privacy 
with regard to processing personal data not stipulated in this article. The party responsible 
for processing provides the subscribers or end users with the option of revoking their 
previously given consent in a simple manner and free of charge." 

In this article alone, the ECA twice refers to the Privacy Act. This should not come as a 
surprise, as the ECA is the Belgian implementation of various directives, including "Directive 
2002/58/EC of the European Parliament and the Council dated 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communication 
sector ("Privacy and Electronic Communication Directive 20

) (PbEG 31 July 2002, L 201/37)
21, 

which in turn is a specification of and supplement to Directive 95/46/EC. 

Article 1 (scope and objective) of Directive 2002/58/EC stipulates the following (underlining 

by the court): 

"1. This directive harmonise the regulations of the member states that are required to 
guarantee an equal level of protection of fundamental rights and freedoms - especially the 
right to personal privacy - when processing personal data in the electronic communication 
sector and to ensure the free flow of such data and of electronic communication equipment 
and services within the European Union. 

2. Paramount ta the objectives of Section 1, the stipulations of this directive form a 
specification of and supplement to Directive 95/46/EC. It a Isa provides for the protection of 
the rightful interests of subscribers who are legal entities. 

( ... )" 

Consideration 4 of Directive 2002/58/EC states as follows (underlining by the court): 

"Directive 97/66/EC of the European Parliament and Council dated 15 December 1997 
regarding the processing of personal data and the protection of privacy in the 
telecommunications sector {5} implements the principles set out in Directive 95/46/EC in the 
form of specific regulations for the telecommunications sector. Directive 97/66/EC must be 
adapted to developments in the markets and in the technologies used for electronic 
communication services, in order to provide an equal measure of protection of personal data 
and personal privacy to users of public electronic communication services, irrespective of the 
technologies used. Directive 97 /66/EC should thus be revoked and replaced with the current 

directive. 

And Consideration 6: 

20 abbreviated 11ePrivacy Directive11
• 

21 see Article 1 ECA. 
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"The internet replaces traditional market structures by providing a joint, worldwide 
infrastructure far the provision of a wide range of electronic communication services. 
Generally available electronic communication services via the internet offer users new 
options, but also pose new risks to the protection of their personal data and personal 
privacy." 

And Consideration 10: 

"Directive 95/46/EC applies to this sector, i.e. to all matters regarding the protection of 
fundamental rights and freedoms that do not specifically fall under the definition of this 
directive, including the obligations of the responsible party and the rights of individuals. 
Directive 95/46/EC applies to non-public communication services." 

The Explanatory Memorandum to the draft law of the ECA also states the following 

(underlining by the court): 

"Section 2 of Chapter Ill of Volume IV is mainly devoted to the implementation of Directive 
2002/58/EC dated 12 July 2002 of the European Parliament and Council regarding the 
processing of personal data and the protection of privacy in the electronic communication 
sector (the so-called "Directive regarding privacy and electronic communication•: hereafter 
referred to simply as: "the Privacy Directive"). In some instances the stipulations of this 
section constitute a specific system for the protection of privacy, adapted to the 
characteristics and requirements of the electronic communication sector. In other instances, 
the stipulations of this section must be regarded as being supplementary to the stipulations 
of the Act dated 8 December 1992 governing personal privacy with regard to the processing 
of personal data (hereafter simply: "the Privacy Act"). 

26. 

The court is of the opinion that the Privacy Commission, which derives its powers from the 
Privacy Act dated 8 December 1992, is consequently properly competent to submit the 
current claim to the court, in as far as it relates to the alleged violations of the Privacy Act 
dated 8 December 1992, to which Article 129 ECA, which provides supplementary 

information and details, explicitly refers. 

The fact that Article 32 Section 3 of the Privacy Act (regarding appearance in court) only 
makes mention of "this law" 22

, while the articles concerning its other powers (including 
Article 29 - Recommendation, Article 30 - Recommendations) also mention other laws with 
privacy stipulations 23

, does not detract from this. 

The Privacy Commission rightly comments that it could not have been the intention of the 
legislator to invest the Privacy Commission with more restrictive powers when it comes to 

22 "Notwithstanding the powers of the normal courts regarding the application of the general principles 
regarding the protection of privacy, the chairman of the Commission may submit any dispute regarding the 
application of this law and its implementation measures to the Court of First Instance." 

" "Almost any matter that relates to the application of the basic principles of the protection of privacy, within 
the scope of this law and the laws containing stipulations for the protection ofprivacv with regard to the 
processing of personal data 11. 
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appearing in court than with regard to its other powers (both appear to be only the result of 
the manner in which Article 32 Section 3 of the Privacy Act has been formulated; see the 
plaintiff's documentation under J.). On the other hand, it appears from Article 129 ECA that 
the Privacy Act should continue to apply in its unabbreviated version when it comes to the 

processing of personal data. 

The ECA itself defines the powers of the BIPT with regard to protecting the privacy of users 

as follows: 

"General orders of the Institute regarding electronic communication. 

Article 5. Within the scope of exercising its powers, the Institute takes all the relevant 
measures to achieve the aforementioned objectives in Articles 6 and 8. These measures are 
based on the nature of the problem identified, are proportionally applied and justified. They 
must be in proportion to the objectives and adhere to the principles of objectivity, 
transparency, non-discrimination and technological neutrality. 

( ... ) 

Article 8. In the execution of the tasks entrusted to the Institute in terms of this Act, the 
Institute safeguards the interests of the users in the following ways: ( ... ) 

3° by contributing to guaranteeing a high level af protection of personal data and privacy; 

( ... )". 

However, this does not in any way exclude the competence of the Privacy Commission as a 
general privacy supervisor, to issued advice or recommendations, to carry out investigations 
or appear in court, when the processing of personal data takes place within the scope of 
electronic communication. The Act dated 17 January 2003 regarding the statutes of the 
regulator of the Belgian post and telecommunications sector furthermore stipulates that 
within the scope of its competence, the BIPT should collaborate with the Privacy 
Commission and provide it with information (Article 14 Section 2, 3°, h). 

Consequently the court rejects the reasons for inadmissibility cited by the defendants in this 

case. 

4.2.4. Claim regarding the use of pixels to obtain cookies 

27. 

The defendants further state that the claim of the Privacy Commission with regard to pixel 
use, which was first mentioned in the conclusion of the plaintiff on 31/01/2017, is 
receivable because it concerns a "new claim" in the sense of Article 807 Ger. W. 

Article 807 of the Ger. W. stipulates: 

"A pending claim in a court case may be extended or amended, provided that the new 
conclusions resulting from a ruling are based on a fact or document submitted as part of the 
initial case, even if their legal definition is different." 

According to the defendants, Facebook has been receiving cookie data from pixels 
incorporated into "third-party websites" for years, long before the summons issued on 
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11/09/2015; these could have been detected by any IT expert, but the Privacy Commission 
did not find· it necessary to complain about them in the summons. The defendants also 
pointed out that there has been no actual dispute between them and the Privacy 
Commission, which issued a supplementary Recommendation on 12/04/2017, long after the 
summons. According to the defendants, the claim regarding pixel use is thus not based on a 
fact or document mentioned in the summons. 

28. 

Article 807 of the Ger. W. allows for the subject of the claim to be extended or amended 
and for a new legal definition to be given to the claim, provided that the cause of the claim 
is not amended. The cause of the claim is the entire body of legal facts and/or legal actions 
that resulted in the dispute and which the plaintiff cites in support of the law under which 
he requests recognition or protection 24

. 

The court found that the Privacy Commission had indeed issued a supplementary 
Recommendation No. 03/2017 in this regard at its own initiative on 12/04/2017. 

In the summons dated 11/09/2015, the Privacy Commission complained that "the collection 
ond use by Facebook of data about the browsing behaviour of Facebook users and non
Facebook users in Belgium by means of socio/ plug-ins and cookies" constituted a "flagrant 
violation of privacy laws, as set out among others in the GIA and Article 129 of the ECA. It 
based its view on the investigation reported of 2015, which was available at the time and 
which did not as yet describe the use of pixels. 

The fact that Facebook was already using pixels at that time does not mean that the Privacy 
Commission was aware of this fact or that it was able to estimate the actual impact oft his at 
the time of the summons (11/09/2015). It appears, moreover, that the Privacy Commission 
conducted new technical observations from 29/11/2016 onwards, thus after the date of the 
summons, based on the amended. practices and the amended cookie policy of Facebook, 
during the course of which the actual use of pixels under certain circumstances came to 
light. 

In either case, pixels are "only" another, additional technology which Facebook employs, in 
combination with certain (existing) cookies, in order to process personal data with the same 
aim (to enable it to offer profile- and behaviour-specific advertising), in a way which, 
according to the Privacy Commission, violates Belgian privacy laws. The court is thus of the 
opinion that the claim regarding pixel use is based on facts indicated in the summons and 
that the cause of the claim is in no way amended by this. 

The claim regarding pixel use is thus receivable. 

24 See in this regard: S. MOSSELMANS, "Article 807 Ger. W." in Comm. Ger., p. 107, No. 12. 
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4.3. Basis 

29. 

The Privacy Commission essentially maintains that Facebook's processing of the personal 
data of users and non-users by means of cookies, social plug-ins and pixels violates both the 
Privacy Act dated 8 December 1992 and Article 129 ECA, and more specifically that: 

Facebook has not obtained valid consent for the disputed processing, in breach of 
Article 5 Privacy Act and Article 129 ECA, and can also not base its case on any other 
reason for admissibility in terms of Article 5 Privacy Act; 
the disputed processing is dishonest and excessive in the sense of Article 4 Privacy 
Act; 
Facebook violates the rights of the parties involved by not adequately informing 
them in advance in the sense of Article 9 Privacy Act. 

The disputed processing of personal data is related to three categories of internet users on 
Belgian soil: 

1. Facebook account holders (who conclude an agreement with Facebook) 
2. unregistered users of the Face book service 
3. non-users of the Facebook service 

In its supplementary Recommendation dated 12/04/2017, the Privacy Commission describes 
the concrete practices it deems to be in conflict with Belgian Privacy legislation as follows 
(also see the supplementary technical report dated 24/02/2017): 

"4. Current cookie policv and practices of Face book 

~ Background and technical description 

25. Facebook offers owners of external websites various social plug-ins, including the 
"Like" button and the "Share" button. These social plug-ins allow Facebook users to share 
the content of an external website via the social network. At the same time they also a/law 
Facebook to track the browsing behaviour af both users and non-users of Facebook on these 
external websites (so-called "third-party tracking").2s 

26. The tracking practices of Facebook using cookies and social plug-ins differ, depending 
on the circumstances. This is why the technical observations below will be split into two 
categories, i.e. the parties involved, being users and non-users of Facebook, and the various 
scenarios (logged in, logged out, deactivated or opted out).26 

fil Principal observations with regard to Face book users 

- Logged-in users 

25 "Tracking" in this context refers to the collection of information about the browsing behaviour of internet 
users on various websites. Also see Recommendation 04/2015, marginal numbers 57-61. 

26 The technical observations summarised below were made between 29 November 2016 and 23 February 
2017. The full technical report entitled "Facebook tracking via social plug-ins" may be found at 
https.//www.privacycommission.be/sites/prlvacycommission/files/documents/ 
technisch _rapport_ 03 _2017.pdf. 

Dutch-language Court of First Instance in Brussels -AR 2016/153/A 48 



27. If a user is logged in on Facebaok and visits a website with a social plug-in, Facebook 
receives up to 12 cookies, together with the URL of the website visited, among other things. 
The cookies received include among other things the following 5 uniquely identifying cookies: 
• c_user (contains the Facebook user's ID); • datr (browser identification and time stamp); * 
*fr (user ID and browser ID, time stamp, various other data); • Ju (user ID and various log-in 
data); and • sb (browser identification and time stamp). 27 

28. These observations confirm that Facebook makes use of social plug-ins to track the 
browsing behaviour of logged-in users outside the domain of the Facebook social network. 
According to the "Browser Cookies" table, which can currently be consulted via hyper/ink in 
the Facebook cookie policy, the aforementioned cookies serve the following purposes: 

• c_user: is used to verify the identity of Facebook users; 
• datr: is used for safeguarding and website integrity, to restore accounts and 

to identify potentially affected accounts; 
• fr: is used to show advertisements, to measure and to improve the relevance 

of advertisements; 
• Ju: is used to register whether the person has previously selected to remain 

logged in; 
• sb: is used with a view to the verification of log-ins. 

- Logged-out users 

29. If a user is logged in on Facebook and visits a website with a social plug-in, Facebook 
receives up to 6 cookies, together with the URL of the website visited, among other things: 
The cookies received include the 4 uniquely identifying "fr", "datr'~ "Ju" and "sb" cookies. 

30. These observations confirm that Facebook makes use of social plug-ins to track the 
browsing behaviour of logged-out users outside the domain of the Facebook social network. 

Deactivated users28 

31. If a user has deactivated his account and visits a website with a social plug-in, 
Facebook receives a total of 5 cookies, together with the URL of the website visited, among 
other things. The cookies received include the 4 uniquely identifying ''fr", "datr", "Ju" and 
"sb" cookies. 

32. These observations confirm that Facebook makes use of social plug-ins to track the 
browsing behaviour of deactivated users outside the domain of the Facebook social network. 

Opted-out users 

33. The opt-out mechanism for targeted advertisements which Facebook offers to users 
has been amended somewhat since Recommendation 04/2015. Where users previously only 
had to opt out via the external website of the European Interactive Digital Advertising 
Alliance (www.youroniinechoices.eu), users can now also opt out of targeted advertising via 
the advertising settings of their Facebook account. However, Facebook still advises users 

27 According to the "Browser cookies" table that Focebook provides via hyper/ink in its cookie policy {Focebook, 
"Cookies and other storage technologies", https://www.focebook.com/poficies/cookies), most recently 
consulted on 10 February 2016. 
28 "Deactivated users" are users who have temporarily deactivated their account, but have not permanently 
deleted it. 
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also to opt out via the external website of the European Interactive Digital Advertising 

Alliance. 

34. When a user opts out of targeted advertising by Facebook via the advertising settings 
of his Facebook account and/or via the opt-out mechanism of the European Interactive 
Digital Advertising Alliance as proposed by Facebook and then visits a website with a social 
plug-in, Facebook receives the uniquely identifying cookies "c_user" (if the user is logged in), 
"datr", "tu", ''fr" and "sb". One of these cookies, i.e. the ''fr" cookie, is used specifically for 
advertising purposes, according to Facebook. 29 

35. These observations confirm that Facebook makes use of social plug-ins to track the 
browsing behaviour of users outside the domain of the Facebook social network, irrespective 
of whether they have opted out of targeted advertising. 

- Most important amendments 

36. In comparison with Recommendation 04/2015, the technical observations regarding 
users are almost identical. The most important amendments are, on the one hand, the use of 
an additional uniquely identifying cookie, called "sb", and on the other hand the option for 
users to opt out of targeted advertising via the Facebook interface {although the technical 
observations regarding third-party tracking remain unamended). 

fil Principal observations with regard to non-users of Facebook 

37. When a non-user visits a website belonging to the facebook.com domain
30 

for the 
first time, Facebook shows a cookie banner at the top of the page, which includes a link to 
the cookie policy. Facebook does not place cookies when this page is loaded. 

38. Facebook places a unique identifying "datr" cookie with a lifespan of 2 years as soon 
as a non-user interacts further with a website belonging to the facebook.com domain, such 
as clicking on an input field or opening a photo. Exceptions that do not result in the 
placement of the datr cookie during interaction are, among other things, opening a link to 
the cookie policy (including the links within this page) or changing the language. 

31 

39. When the party in question (browser) then visits a website with a Facebook social 
plug-in, Facebook receives this uniquely identifying "datr" cookie anew each time as a rule, 
together with the UR Ls of the websites visited, among other things. 

40. These observations confirm that Facebook makes use of social plug-ins to track the 
browsing behaviour of non-users of Facebook outside the domain of the Facebook social 

network. 

41. The Commission also found that under certain circumstances Facebook also places 
cookies with non-users, even if they have not visited a website belonging to the 
facebook.com domain. Thus the Commission found that Facebook places a ''fr" cookie with 
non-users of Facebook when they visit the websites hln.be, rtbf.be and gezondheid.be, even 

"see Facebaok, "Cookies and other storage technologies", https://www.facebook.com/policies/cookies 

30 This does not only apply to the main page of Face book, but for example also to a Face book fan page, the 
Facebook page of a shop, the Facebook page of an event (party, flea market, etc.). 
31 When a non-user amends the language setting, Facebook places the "location" cookie, which updates the 
language preference, and the "x-src" cookie, which is used for statistics and research. 
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if the party in question has never before visited any Faceboak website. In the cases observed, 
the ''fr" cookie was placed each time a so-called "Facebook pixel" was loaded. 32 Additional 
research conducted by the Commission found that since 1 August 2016 Facebook placed a 
''fr" cookie from a third-party position on at least 10,000 websites. 

- Most important amendments 

42. In comparison with Recommendation 04/2015, Facebook is no longer immediately 
placing the uniquely identifying "datr" cookie with non-users when loading a website 
belonging to the facebook.com domain, either on external websites (such as the opt-out 
website of the European Interactive Digital Advertising Alliance), where Facebook is in a 
third-party position. 33 Face book is currently postponing the placement of cookies to the time 
when the non-user further interacts with the Facebook page and once the cookie banner has 
been shown. 

43. It is remarkable that, at the time of the technical observations in Belgium, unlike in 
other countries such as France, Face book is currently not placing the ''fr" cookie when a non
user interacts with a website belonging to the facebook.com domain, despite the intention of 
Facebook also to provide targeted advertising to non-users. On the other hand, Facebook 
does place the ''fr" cookie when non-users in Belgium visit certain third-party websites, 
including hln.be, rtbf.be and gezondheid.be. 

30. 

If Facebook wishes to trace the browsing behaviour of Facebook account holders, 
unregistered users of the Facebook service and non-users of the Facebook service using 
cookies and other similar technologies such as pixels in order to offer them targeted, 
behaviour-specific advertising, it must adhere to the conditions as set out in the Privacy Act 
and the ECA (Article 129) in respect of each of them, as the techniques it uses store 
information on the terminals of the internet users (computer, smartphone, etc.) and 
Facebook also gains access to these terminals when the users browse certain websites. 

The relevant legislative regulations are as follows (boldface added by the court). 

Article 4 Privacy Act dated 8 December 1992: 

Section 1. Personal data must be: 

1 ° honestly and legitimately processed; 

2° obtained for we/I-defined and explicitly described and justified purposes and not further 
processed in a manner that, taking into account all the relevant factors, especially the 

32 Such Facebook pixels once again make use of a technology which Facebook provides to the operators of 
external websites. However, this technology does not appear as a button or icon on the external website in this 
case, but as a dot invisible to the naked eye - a pixel. Just like Facebook's social plug-ins, the Facebook pixel is a 
piece of software code developed by Facebook. This piece of code also creates an automatic connection 
between the internet browser of on internet user and the Facebook servers at the time when the internet user 
loads a website containing such a pixel. See, for example, Facebook, "Guide to implementation of the Facebook 
pixel", https://nlnl.facebook.com/business/help/952192354843755. 
33 See marginal number 72 of Recommendation 01/2015.25 See Facebook, "Bringing people better ads''. 26 
May 2016, which can be viewed at https://newsroom.fb.com/news/2016/05/bringing-people-better-ads. " 
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reasonable expectations of the party involved and the applicable legal and regulatory 
stipulations, would be incompatible with these purposes. 

Subject to the conditions defined by the King on the advice of the Commission for the 
protection of privacy, further processing of the data for historical, statistical or scientific 
purposes is not regarded as incompatible. 

3° adequate, relevant and not excessive, based on the purposes for which they were 
obtained or for which they were further processed; 

4° accurate and, where necessary, regularly updated; all reasonable steps must be taken to 
delete or improve any inaccurate or incomplete data, taking into account the purposes for 
which they were obtained or for which they are being processed; 

5° in a form that makes it possible to identify the relevant parties, not stored for longer than 
is required to serve the purposes for which they were obtained or are being processed. On 
the advice of the Commission for the protection of privacy, the King provides suitable 
guarantees for personal data that are stored for historical, statistical or scientific purposes 
for a longer period than that stipulated above. 

Section 2. The party responsible for processing the data is obliged to ensure that the 
conditions as set out in Section 1 are met. 

Article 5 Privacy Act: 

"Personal data may only be processed in one of the following cases: 

a) when the relevant party has provided its unequivocal consent for such processing; 

b) when the processing is essential for the execution of an agreement which the 
relevant party has concluded or for the implementation of measures preceding the 
conclusion of the agreement and which are being taken at the request of the relevant party; 

c) when processing is essential for meeting an obligation on the part of the party 
responsible for processing subject to or in terms of any Jaw, decree or ordinance; 

d} when processing is essential to safeguard the vital interests of the relevant party; 

e) when processing is essential for carrying out a task that is in the public interests or 
that forms part of exercising public authority that has been vested in the party responsible 
for processing or in the third party to whom the data are provided; 

f) when processing is essential for furthering the justified interests of the party 
responsible for processing or of the third party to whom the data are provided, if the 
interests or fundamental rights and freedoms of the party claiming protection in terms of 
this act do not weigh more heavily. 

Subject to a decision taken at a Cabinet meeting, the King may decide, on the advice of the 
Commission for the protection of privacy, to define in more detail the cases in which the 
condition intended in f) above shall be deemed not to have been met." 

Article 1 Section 8 Privacy Act: 

"Section 8. The term "consent of the relevant party" refers to any free, specific and informed 
expression of wi/1, in which the relevant party or his legal representative accepts that the 
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personal data of the relevant party are being processed. "34 

Article 129 ECA: 

"Storing information or obtaining access to information already stored on the terminal 
equipment of a subscriber or user is only permitted subject to the following condition: 

2• that the relevant subscriber or user, in accordance with the conditions defined in the Act 
dated 8 December 1992 for the protection of privacy with regard to processing personal 
data, obtains clear and precise information about the purposes of such processing and his 
rights based on the Act dated 8 December 1992; 

2' the subscriber or end user has granted his consent after being informed in accordance 
with the stipulations in 1 •. The first section does not apply to the technical storage of 
information or access to information stored on the terminal equipment of a subscriber or 
end user for the sole purpose of sending communication via an electronic communication 
network or providing a service explicitly requested by the subscriber or end user if such 
information is strictly necessary for this purpose. Consent as intended in the first section or 
the application of the second section does not exempt the party responsible for processing 
from the obligations of the Act dated 8 December 1992 on the protection of personal privacy 
with regard to processing personal data not stipulated in this article. The party responsible 
for processing provides the subscribers or end users with. the option of revoking their 
previously given consent in a simple manner and free of charge." 

Article 9 Privacy Act: 

"Section 1. if the personal data regarding a person are obtained from that person himself 
the party responsible for processing or its representative must provide at least the following 
information, at the latest at the time when the data are obtained from the relevant party, 
except if he has already in receipt of such information: 

a) the name and address of the person responsible for processing and, where 
applicable, his/her representative; 

b} the purposes of such processing; 

c) the existence of a right to object to the proposed processing of his/her personal data 
on request and free of charge, provided that such processing takes place with a view to 
direct marketing; 

d) other supplementary information, especially: 

the recipients or categories of recipients of the data; 

the compulsory or non-compulsory nature of the response and the potential 
consequences of failing to provide an answer, 

the existence of a right to access and correction af the personal data relating ta him; 

except where such further information, taking into account the specific circumstances in 
which the personal data are obtained, is not required to guarantee to the party in question 
that the data will be processed with integrity; 

34 Also see Article 2, h of Directive 95/46/EC: "any free, specific and informed expression of will in which the 
relevant party accepts that his/her personal data are being processed". 
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e) other information dependent on the specific nature of such processing, as imposed by 
the King on the advice of the Commission for the protection of privacy. 

Section 2. if the personal data were not obtained from the party in question, the party 
responsible for processing or its representative must provide at least the following 
information at the time of recording the data or when communication of the data to a third 
party is being considered, or at the latest at the time of the first communication of the data, 
unless the party in question has already been informed thereof: 

a) the name and address of the person responsible for processing and, where applicable, 
his/her representative; 

b) the purposes of such processing; 

c) the existence of a right to object to the intended processing of his personal data on 
request and free of charge, if such processing takes place with a view to marketing; in this 
case the party in question must be informed before the personal data are first 
comf'(lunicated to a third party or are used for direct marketing purposes for the account of a 
third party; 

d) other supplementary information, especially: 

the data categories involved; 

the recipients or categories of recipients; 

the existence of a right to access and correction of the personal data relating to 
him; 

except where such further information, taking into account the specific circumstances in 
which the data are processed, is not required to guarantee to the party in question that the 
data will be processed with integrity; 

e) other information dependent on the specific nature of such processing, as imposed 
by the King on the advice of the Commission for the protection of privacy. 

The party responsible for processing is exempt from giving notice as intended in this 
paragraph: 

a) when, particularly for statistical purposes or for the purposes of a historical or 
scientific investigation, or for a population study with a view to protecting and promoting 
public health, it is an impossibility or unreasonable effort to notify the party in question; 

b) when the registration or provision of personal data is carried out with a view to 
implementing a regulations prescribed by or in terms of an act, a decree or ordinance. 

The conditions for application of the previous paragraph are stipulated by the King in a 
decision supported by the Cabinet, on the advice of the Commission for the protection of 
personal privacy. 

If the initial communication of the data took place before this stipulation, then in deviation 
from the first paragraph, such information may only be communicated within a period of 3 
years from the date on which this stipulation becomes effective. The information may also 
not be communicated if the party responsible for processing was exempt from the obligation 
to inform the party involved about the registration of the data in terms of the legal and 
regulatory stipulations applicable on the day preceding the date on which this stipulation 
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became effective." 

31. 

Facebook primarily argues that it obtains the consent of the relevant internet users in the 
sense of Article 5 Privacy Act and Article 129 ECA to place cookie and to carry out the 
subsequent processing of personal data. 

However, Facebook may only store or gain access to the information of internet users - by 
placing cookies and reading them, possibly in combination with other technologies such as 
pixels - once it has provided (i} the internet users with sufficiently clear and accurate 
information, including about the purpose of such processing and has subsequently (ii} 
obtained the consent of the internet user to store or gain access to information on its 
terminal equipment 35

• Face book should provide proof of this. 

(a) 

Facebook pointed out that for Facebook account holders and unregistered users of the 
Facebook service, it obtains the required consent via its cookie banner When visitors first 
visit the Facebook domain, this cookie banner is shown, before any cookies are placed. The 
cookie banner now appears as follows: 

"We make use of cookies to make content and advertisements more relevant and to offer 
you a safer experience. if you click on the website or navigate to the website, you agree that 
we may collect more information via cookies on and outside Facebook. Click here for more 
information, as well as to find out how you can adjust your settings: cookie policy." 

According to Facebook, this cookie banner clearly informs Facebook account holders and 
unregistered users of the Facebook services that by clicking further or browsing the 
Facebook services, they are consenting to Facebook's cookie policy for the various purposes 
as stated in the first sentence of the banner ("to make content and advertisements more 
relevant" and "to offer you a safer experience"}. If the Facebook account holders and 
unregistered users wish to obtain more information, they can click on the "cookie policy" 
link without cookies already being placed at this time. 

This means that Facebook does place cookies with Facebook account holders and 
unregistered users when they (i} click on the website (except on the link to the cookie policy 
and within the cookie policy, including links such as the Declaration of Rights and 
Responsibilities36 and except when they select another language}, or (ii} continue to browse 
the website. Facebook thus derives the consent to place cookies with a view to advertising 
and safeguarding from these two actions. 

The Privacy Commission found that ("datr"} cookies (with a lifespan of two years} were after 
all being placed when clicking on certain links in the cookie policy, thus at a time when 
information is still being sought, but according to Facebook, this was a "glitch" which has 
since been remedied. 

35 
Also see Article 5 Privacy Act and Article 19 ECA; also see Recommendation 2/2010 regarding online 

advertising based on browsing behaviour ('behavioural advertising') dated 22/06/2010 by the Data Protection 
Group, Article 29, Document K.8. Plaintiff. 
36 Facebook's Declaration of Rights and Responsibilities. 
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Facebook has also pointed out that, together with the updated cookie banner, it has 
launched its amended cookie policy, which provides Facebook account holders and 
unregistered users of the Facebook service with additional information about cookies, 
including a detailed table specifically indicating each type of cookie used by the Facebook 
service (including identification, objective and lifespan). The cookie policy also informs 
Facebook account holders and unregistered users as follows: 

"We may leave cookies on your computer or equipment and receive the information stored 
in cookies when you use or visit one of the following: 

• The Facebook services: 
• Services offered by other members of companies associated with Facebook: 

and 
• Services offered by other companies that make use of the Facebook services 

(such as companies that integrate the Facebook Like button or advertising 
services into their websites and apps}." 

Consequently Facebook is of the opinion that it has also obtained the informed consent of 
Facebook account holders and unregistered users of the Facebook service to place cookies 
when visiting Facebook.com and to receive data for advertising purposes via these cookies, 
including by means of social plug-ins and pixels on third-party websites. 

Facebook points out that Facebook account holders provide additional consent at the time 
when they actually click on a "Register" button, once they have been informed about the 
elements to which they are consenting, as follows: "By clicking on Register, you agree to our 
Terms and confirm that you have read our Data Policy, including our Use of cookies". 
According to Facebook, the "Data policy" and the "Cookie policy" contain all the elements 
required to be able to give informed consent, such as the following: 

• an updated list of the cookies that Facebook uses (including all relevant 
information about objectives, lifespan, etc.); 

• information that Facebook makes use of cookies for advertising purposes, which 
Facebook.com places and receives by means of social plug-ins and pixels on 
third-party websites; information about how Facebook Ireland processes the 
information obtained from cookies and about how and why Facebook Ireland 
processes data for advertising purposes. 

According to Facebook, this consent is always unequivocal, free and informed. 

Moreover, Facebook states that it has recently placed a "fr" cookie with non-users when 
they visit a third-party website that contains a Face book pixel, if the non-user has consented 
to the placement of cookies in accordance with the consent mechanism of the third-party 
website he visits. 

(b) 

According to the Privacy Commission, on the other hand, neither the cookie banner nor the 
cookie policy, nor the general data policy of Facebook fulfils the requirements as set out in 
Directive 95/46/EC and the Privacy Act and ECA for valid consent. 

According to the Privacy Commission, when processing personal data, Facebook also does 
not obtain valid consent i.n the sense of the aforementioned regulations after adding its 
cookie banner and amending its cookie policy. More specifically, the Privacy Commission is 
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of the opinion that: 

(a) the information provided by Facebook is (still) insufficient, so that there can be 

no question of "informed" consent; 
(b) the manner in which Facebook derives the consent is flawed; 
(c) there is no question of free consent; 
(d) there is no question of specific consent; 
(e) the control mechanisms offered by Facebook are inadequate and misleading. 

The Privacy Commission maintains that, when non-users visit a website of a third party that 
includes an (invisible) Facebook pixel that allows for tracking of browsing behaviour, without 
indicating that they wish to make use of the Facebook service, no information mechanism 
(such as a banner) is displayed at all and no legally valid consent is obtained. 

32. 

The court points out that "informed consent means that the internet user in question must 
be provided with the necessary information to be able to make a sound judgement. 

With regard to the information obligation, Consideration 25 of Directive 2002/58/EC 
(ePrivacy Directive) stipulates that: "When such software, for example cookies, are intended 
for a legitimate purpose, such as to facilitate the rendering of services by the information 
company, their use must be permitted on condition that users are provided with clear and 
accurate information in accordance with Directive 95/46/EC about the purposes of cookies 
or similar software, which ensures that the user is aware that information is being placed on 
the terminal equipment used by him." (underlining by the court). 

Recommendation 15/2011 by the Data Protection Group, Article 29
37

, which was approved 
on 13/07/2011, determines the following, among other things: 

"The latest element of the definition of "consent" - but not the latest requirement as we will 
see later - is that consent should be based on information. 

Articles 10 and 11 of the directive determine that the parties involved must be provided with 
information. This information obligation is practically independent of the elements of 
"consent", but is associated with it in many cases: the provision of information is not always 
followed by "consent" (another of the reasons mentioned in Article 7 may be used), but any 
"consent" must be preceded by the provision of information. 

In practice this means that "the person involved provides his consent on the basis of an 
evaluation and understanding of the facts and implications of a way of acting. The party 
involved must be fully and accurately informed in a clear and comprehensible manner about 
all relevant aspects, especially the aspects mentioned in Articles 10 and 11 of the directive, 
such as the nature of the data to be processed, the purposes of processing, the recipients of 
any data transmissions and the rights of the party involved. It also means that the party 
involved must be aware of the consequences of not giving his consent.". 

37 This group, which was established on the basis of Article 29 of Directive 95/46/EC, is an independent 
European advisory body for data protection and privacy, the tasks of which are defined in Article 30 of 

Directive 95/46/EC and in Article 15 of Directive 2002/58/EC. 
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The Privacy Commission rightly notes that the information which Facebook provides - in 
various ways - via the cookie banner, the cookie policy and the data policy makes it 
insufficiently clear that Facebook "systematically and without the party involved taking any 
action" (e.g. without effectively clicking on a "Like" button) proceeds with the collection of 
cookies and other data /only) when the party involved visits a third-party website that 
contains Facebook social plug-ins, although the party involved /no longer) has a Facebook 
account or is not /no longer) registered with Facebook. 

It cannot be derived from the use of the terms "collecting Information via cookies on and 
off Facebook" (in the cookie banner) and "We may leave cookies on your computer or 
equipment ( .. .) when you make use of or visit the following: (. .. ) Services offered by other 
companies that make use of the Facebook services (such as companies that integrate the 
Facebook Like button or advertising services into their websites and apps)" (see cookie 
policy), nor from the Data Policy. 

As the Dutch Data Protection Authority indicated in its "Report on final findings -
investigation into the processing of personal data of the parties involved in the Netherlands 
by the Facebook group" dated 21/02/2017 (Document N.6. Plaintiff), the party responsible 
for processing the necessary information may provide the necessary information in "tiered" 
form (as also encouraged by the Article 29 work group), but then this information must be 
both comprehensible and easily accessible38

, which is not the case here. The parties 
involved indeed have to "gather" information from various websites (without being obliged 
to investigate), while the first layer of information with which they come into contact, i.e. 
the cookie banner, makes it insufficiently clear for which exact purposes the personal data -
which indeed also include "sensitive data" (e.g. regarding religious beliefs or sexual 
orientation) - are being collected, while the following layers (including the cookie policy, 
data policy) also do not explain this in an easily comprehensible and accessible manner. As 
the cookie banner contains insufficient information about the impact of data processing 
during internet use, the parties involved are also not invited to obtain further information, 
either from the Cookie Policy or the Data Policy. 

The Privacy Commission also rightly notes that Facebook provides equally little clear 
information about the nature of the data it collects when the party involved visits a third
party website containing the Facebook social plug-ins, although this is required on the basis 
of Article 9 Section 2d Privacy Act. Thus it does not appear from the cookie policy that, in 
addition to the cookies, Facebook also collects the "URL" (internet address) of the website 
visited, although this enable Facebook accurately to track browsing behaviour on third-party 
websites. This is notwithstanding the fact that the Data Policy provides more information 
under "What type of data are collected", as Face book maintains, in view of what has already 
been indicated above regarding the "layered" provision of information. The cookie policy 
itself does not provide any information about the data collected; the Privacy Commission 
found that a non-user would have to work through five steps in order to obtain the 

38 "A 'holistic' reading of oil possible sources of information (including information 'elsewhere on the Facebook 
services') does not, however, fulfil the legal requirement that the essential information about data processing 
with the greatest impact on the personal privacy of the parties involved must be clearly and comprehensively 
described in the first tier of the information. In any case this includes the fact that the Facebook Group 
processes a lot of personal data for advertising purposes, including data about browsing behaviour and app use 
outside the Facebook service, even when the user is logged out" (see Document N.6 Plaintiff, p. 145). 
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information in the general Data Policy, which is furthermore inadequate to enable an 
"average party involved" clearly to determine exactly what information Facebook collects 
about its browsing behaviour and under which circumstances. 

Indeed, the Data Policy stipulates: "We collect data when you visit the websites and apps of 
external parties that make use of our services (for example when they provide a Like button 
or the option of registering with Facebook, or make use of our services for measuring and 
advertising purposes). Among other things, we collect data about the websites you visit, your 
use of our services on the websites and apps and the data with which the developer or 
publisher of the opp or website provides you or us with". Based on this, it is not possible for 
an average internet user that each time a website is visited or an "app" (application) is used 
outside the Facebook service where there is an option for interaction, Facebook 
systematically logs the browsing behaviour and, on the basis of this, offers very targeted 
advertisements / allows such advertisements to be offered by companies with which the 
party involved has never had direct contact. The Privacy Commission also points out that the 
information in the Data Policy is not always pertinent for non-account holders, as it is only 
deemed to consent to the Cookie Policy and not to the Data Policy. 

For the same reasons the court decided that Facebook provides insufficient transparent and 
unequivocal information about the "recipients or categories of recipients" of the 
information collected, nor any information about "the existence of a right to access and 
correction of the personal data concerning him", as is prescribed in Article 9 Section 2d 

Privacy Act. 

The point of view of Facebook, that it is exempt from the latter information obligation 
because for technical and - in the case of the "datr cookie" - for sec_urity reasons it is not 
possible to allow the parties involved a right of access and correction of their personal data, 
cannot be supported. If Facebook wishes to collect personal data for commercial purposes 
with the aid of certain cookies and other technologies, it must also provide the appropriate 
technologies to guarantee the aforementioned right of the parties involved to access and 
correction of the processed data. From Recommendation 2/2010 of the Data Protection 
Group, Article 29, as approved on 22/06/2010, it appears that there were already initiatives 
by advertising network providers at that time to offer the parties involved access to interest 
categories related to them on the basis of their cookie identification number, while the new 
equipment also made it possible for the parties involved to amend or delete such data (see 

Document K.8, Plaintiff, p. 24-25). 

Moreover, the following considerations of Directive 95/46/EC stipulate the following: 

"(41} Considering that everyone must have the right to obtain access to the data that 
constitute the object of processing and concern himself, thus enabling him to verify the 
accuracy and legitimacy of their processing; that for the same reasons everyone must have 
the right to know the logic on which the automatic processing of his data is based, especially 
where the automated decisions as intended in Article 15, Section 1; that this right may not 
violate the business secrets or intellectual property rights and especially the copyright that 
protects the software; that this may also not result in the party involved being refused all 

information; 

(42} Taking into account that the member states may restrict the right of access and 
information in the interests of the parties involved or with a view to protecting the rights and 
freedoms of others; that, for example, they can specify that access to medical data may only 
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be obtained via a health care worker; 

{43} Considering that the member states may also restrict the right to access and 
information as well as certain obligations of the party responsible for processing in as Jar as 
this is required, for example, to ensure national safety, defence, public safety, major 
economic or financial interests of a member state or of the European Union, or to trace and 
prosecute criminal acts or violations of the professional code by a practitioner of a regulated 
profession; that as far as the exceptions and restrictions are concerned, the essential tasks 
with regard to control, inspection or regulation in the three aforementioned areas in respect 
of public safety, economic or financial interests and criminal prosecution must be combined; 
that this combination of tasks in the three areas should not violate the legitimacy of 
exceptions and restrictions for reasons of national safety and defence;" 

Furthermore the Privacy Commission rightly notes that Facebook also does not provide 
information about the storage period of the information that it collects via cookies and 
social plug-ins, which according to the Article 29 work group still forms part of the 
information that needs to be provided (see Working Document 02/2013, adopted on 
02/10/2013, Document K.11 Plaintiff}. 

As the Dutch Data Protection Authority states in its Report dated 21/02/2017, the Belgian 
Privacy Commission furthermore rightly states in this procedure that, in its cookie policy, 
Facebook also provides confusing information about the circumstances in which it makes 
use of cookies: 

"We use cookies if you have a Facebook account, make use of the Facebook services, 
including our website and apps (irrespective of whether you are registered or logged in), or 
visit other websites and apps that make use of Facebook services (such as the Like button or 
our advertising tools}. ( ... )". As the (non-}registered and (non-}logged in users can deduce 
from this that their browsing behaviour is being tracked when they make use of the 
Facebook website and apps (via the phrase "irrespective of whether you are registered or 
logged in"}, it is no longer clear whether their browsing behaviour is also being tracked 
when they visit other websites and apps that make use of Facebook services (where this 
phrase is not used}. 

Finally the Privacy Commission rightly states that the "Browser cookies" table, which may be 
consulted via the Cookie Policy and contains a summary of the various cookies, their expiry 
date, content and purpose, is not entirely correct, as it does not, for example, indicate the 
additional, advertising-orientated purpose of the "c-user" cookie, which means that the 
requirements for transparency have not been met. 

33. 

The court then verified that the manner in which Facebook intended to obtain consent for 
processing personal data was inadequate, as such consent was not unequivocal, free and 

specific, as the Privacy Commission maintains. 

As mentioned above, Article 1 Section 8 of the Privacy Act defines "consent" as any free, 
specific and informed expression of will, in which the relevant party or his legal 
representative accepts that the personal data are processed. This definition is taken over 
from Article 2, h of Directive 95/46/EC: 
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"Specific" means that the expression of will must related to a specific instance or category of 
data processing and can thus not be obtained on the basis of a general authorisation for an 
open series of processing activities. 

Recommendation 15/2011 of the Data Protection Group Article 29, approved on 
'13/07/2011, reports in this regard that consent is only valid within a limited context, that 
the various processing elements must be clearly defined and that consent is required for 
each element. This consent cannot be deemed to related to "all justified purposes" of the 
party responsible, but only to processing that, taking into account its purposes, is 
reasonable and essential. In this sense it is also possible to obtain consent only one for 
various instances of processing (e.g. consent to place the cookie also involves consent to 
subsequent reading of the cookie), in as far as the party involved can be reasonably 
expected to have expected such processing (see Document K.9, Plaintiff, p. 19-20). 

"Free" means that the party involved can freely express his will and that he has a real 
choice. According to Recommendation 15/2011 of the Data Protection Group Article 29, 
approved on 13/07/2011, consent can only be legally valid if "the party involved does not 
run the risk of significant negative consequences if he withholds his consent. When the 
consequences of consent limit the freedom of choice of the parties involved, this cannot be 
termed "free" consent (see Document K.9, Plaintiff, p. 14-15). 

Furthermore the Recommendation states as follows about access to social networks: 

"Access to social networks is frequently associated with the condition that the user should 
consent to various types of data processing. in order to register with a social network, the 
user must, far example, consent to receive advertisements based on his browsing behaviour 
(behavioural advertising), without any more detailed definition or alternatives. As the 
interest which some social networks have in certain user categories (such as teenagers), 
users from these categories need to agree to receive the advertisement in order not to be 
partially excluded from social interactions. The user must be able to take his decision 
whether or not ta grant consent to receive the intended advertisements both freely and 
specifically, so that in this case one can refer ta free and specific consent. This means that 
among other things his access to the network should not be made dependent an his consent. 
The possibility to consent to receiving advertising could be offered via a pop-up. Social 
networking services offer the option of making use of external applications. In practice, the 
user can only make use of such an application if he agrees that his data may be forwarded to 
the developer of the application, among other things for behavioural advertising and sales to 
third parties. As it is not required for the purposes of the application that the developer 
should be in possession of the user data, the Group advocates differentiation when obtaining 
the consent of the user. This means that the user will be required to grant separate consent 
to the transmission of his data to the developer for various purposes. There are various 
mechanisms, such as pop-up menus, which offer the user the option of selecting for which 
purposes his data may be used (transmission to the developer; added-value services, 
behavioural advertising, transmission to third parties, etc.).". 

"Unequivocal" means that the procedure used to obtain the consent may not leave any 
doubt that the party concerned wishes to consent to data processing. According to 
Recommendation 15/2011 of the Data Protection Group, Article 29, which was approved on 
13/07/2011 (Document K.9, Plaintiff, p, 24-25) this means that there must be a specific 
procedure during which the party involved provides clear and explicit consent, or from 
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which his tacit consent can be derived with certainty. It is up to the party responsible for 
data processing to prove that it has obtained consent. In an online environment, 
unequivocal consent may, for example, be provided by ticking or completing a box in an 
online form (or in a "pop-up"39

). According to the Data Protection Group Article 29, merely 
entering a website and playing a game on it, without being required to read a report about 
the processing of personal data in a further link before playing the game, cannot be said to 
derive unequivocal consent to the processing of personal data for purposes other than 
playing the game (e.g. advertising purposes). 

34. 

The court found that Facebook account holders grant their explicit consent to the placement 
of cookies at the moment when they click on a "Register" button, once they have seen the 
following message: "By clicking on Register, you agree to our Terms and confirm that you 
hove read our Data Policy, including our Use of cookies". 

Non-account holders visiting the Facebook website for the firsts time get to see the 
Facebook cookie banner: "If you click on the website or navigate to the website, you agree 
that we may collect more information via cookies on and outside Facebook". The court is of 
the opinion that further browsing on a website may result in the legally valid consent of the 
party in question to the processing of personal data. According to the Privacy Commission, 
the free consent of non-Facebook account holders may be impaired here, as they can only 
"not consent" by leaving the Facebook website, which has negative consequences for them, 
now that they cannot only not obtain access to their own social network (which may indeed 
result in partial social exclusion, especially for younger individuals), but are also excluded 
from a large number of websites of companies and other entities that do not have their own 
website, but are hosted on a Facebook page. Facebook correctly notes that it is a private 
commercial service, which is financed by advertising income, but may not lose sight of the 
fact that as a social medium it has a dominant position in social life worldwide (especially 
among young people). Consequently it not only needs to provide complete transparency 
about its data processing, but can also be expected to investigate the option of providing 
certain web content (e.g. the Facebook page of certain organisations) without visitors 
needing to consent to the placement of "all cookies" (see Consideration 25 of Directive 
46/95: "Access to specific content of a website may still be associated with the condition that 
a cookie or similar provision - where this is used for legitimate purposes - is consciously 

accepted"). 

In any case the court found that both the Facebook account holders and unregistered 
Facebook users need to consent to the placement of all cookies and not only some of them. 
As indicated above, this is a problem, as Facebook makes it insufficiently clear that it is 
systematically collecting personal data when they visit a third-party website that contains 
Facebook social plug-ins, even if they have no Facebook account or are no longer logged in 

on Facebook. 

The above is notwithstanding the fact that in its cookie policy Facebook offers a number of 

" Pop-up• (new) window that appears on a screen. 
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opt-out options (for Facebook account holders)40 and also refers to the option of logging out 
before being presented with Facebook advertisements based on online interests via "the 
website of the European Interactive Digital Advertising Alliance", via "the settings of your 
mobile device" and the "cookie settings in your browser" (for everyone). Technical 
observations have indeed shown that Facebook still collects data about the browsing 
behaviour of the party involved, even if he has made use of one of the reported opt-out 
options (see new technical report, Document A.5., p. 17, etc.), so that the option of 
controlling the use of cookies for advertising purposes only refers to their further use. 
Moreover, not all "browsers" or "settings of mobile devices" are configured in such a way 
that one can consent to certain cookies but not to others. For this reason, the Data 
Processing Group Article 29 is advocating the use of prior opt-in consent mechanisms, with 
the party involved actively having to agree before the cookie is placed, which is indeed 
preferable from the point of view of effective privacy protection. 

Furthermore the Privacy Commission points out that Facebook, notwithstanding the 
"control mechanisms" thus offered, still places the "fr" cookie via its Facebook pixel and this 
subsequently collects data via its social plug-ins, even if the party involved has explicitly 
stated that it does not wish to receive behavioural advertising, which is in conflict with its 
reasonable expectations (see new technical report, Document A.5., p. 17 and following). It 
appears from the new technical observations that since 01/08/2016 this has been common 
practice among the top 10,000 most frequently visited websites (see new technical report, 

Document A.5, p. 11). 

When non-users visit a website of a third party that includes an (invisible) Facebook pixel 
that allows for tracking of browsing behaviour, without indicating that they wish to make 
use of the Facebook service, no information mechanism (such as a banner) is displayed: The 
distributed Facebook information channels (Cookie Banner, Cookie Policy, Data Policy) 
contain equally little information about cookies, pixels and social plug-ins of third parties. 

According to Facebook, the "fr" cookie is in this case only placed when the party involved 
has consented to the placement of cookies according to the consent mechanism used by the 
third-party website. Facebook points out that: 

according to the ruling of the Court of Justice, the party responsible for processing 
can invoke the consent obtained from a third party in order to further process 

personal data; 
it is technically impossible for Facebook to place information or a consent 
mechanism on a website controlled by a third party; 
it is fulfilling its obligation as a provider of Facebook pixels for third-party websites 
by concluding binding agreements with them as well as requiring (via the general 
conditions) that this third party must "provide definite and sufficiently visible notice 
of obtaining the necessary consent of the users", including, among other things "a 
clear and prominent notice on each web page that makes use of Facebook tools 
which is linked to a clear explanation"41 and regularly reminding them of their 

'
0 by (i) managing interest with the aid of the "advertising preferences" function, (ii) "eliminating online 

interest-based advertising with the aid of advertising settings associated with the account; and (iii) eliminating 
the use of advertising preferences through the Facebook "Audience Network" based on advertising settings 

associated with the account. 
41 see Document 73 Defendants, free translation of the English text by defendants. 
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obligations; 
it obliges third-party web application developers to provided "suitable notice" of the 
fact that "third parties, including Facebook, may make use of cookies, web beacons 
and other storage technologies to collect or receive information from your websites, 
apps and elsewhere on the internet". 42 

The Privacy Commission rightly notes that, as Facebook determines both the objective and 
means of processing, it remains the party responsible for processing personal data via pixels 
and is thus jointly responsible with the owners of the third-party websites for meeting the 
legal obligations. The court found that the declarations which Facebook imposes on third 
parties in any case contain insufficient information about the fact that Facebook uses its 
cookies and pixels systematically to follow the browsing behaviour of visitors to these 
websites, even if they have no Facebook account or are not logged in, so that this can also 

not be used to derive any valid consent. 

Facebook consequently does not show that it does or does not provide sufficient 
information to non-Facebook users via the owners of the third-party websites and obtains 

their valid consent. 

The court has come to the decision that in all the cases described, Facebook does not obtain 
any legally valid consent in the sense of Article 5.a Privacy Act and Article 129 ECA for the 

disputed data processing. 

35. 

The Privacy Commission subsequently maintains that Facebook also cannot invoke any 
other reason for the admissibility of Article 5 Privacy Act and that the disputed data 
processing also does not meet the quality requirements of Article 4 Privacy Act (which must 
be met in any case, even in the event that legally valid consent has been obtained). 

Facebook on the other hand thinks that the quality requirements of Article 4 Privacy Act are 
being reliably met and that the disputed processing of personal data is also admissible on· 

the following grounds: 

for Facebook account holders: processing is essential for the implementation of an 
agreement with the party involved (Article 5.b Privacy Act); 
processing is essential for safeguarding the justified interests of Facebook (Ireland) 

(Article 5.f Privacy Act); 
the technical storage of information or access to information stored on terminal 
equipment is essential for rendering a service explicitly requested by the subscriber 

or end user (Article 129 ECA). 

In this regard, Facebook points out the necessity and obligation on the basis of Article 16 
Section 4 Privacy Act43 to safeguard the Facebook service, which over 2 billion people use 

42 see Document 73 Defendants, free translation of the English text by defendants. 
43 Article 16 Section 4 Privacy Act: "In order to guarantee the safety of the personal data, the party responsible 
for processing and, in this particular case, its representative in Belgium, as well as the processor, must take 
suitable technical and organisational steps to ensure the protection of the personal data against accidental or 
unauthorised destruction, against accidental loss, as well as against amendment or access, or any other 
unauthorised processing of personal data. These steps must ensure a suitable safeguarding level, taking into 
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every month to share personal information, by providing an unprecedentedly strong and 
sophisticated safeguarding system (using safeguarding cookies such as the "datr" cookie, 
reinforced by the "sb" cookie). According to Facebook, in view of this essential safeguarding, 
any potential infringement of the privacy interests of unregistered users is minimal, 

especially now: 

the "datr" and "sb" cookie are random sequences, linked to a specific browser or 
device and not to a person, and Facebook can thus not identify an individual 

unregistered user; 
Facebook does not retain information about the interaction between the "sb" cookie 
on the one hand and the Facebook plug-ins and pixels on the other and only retains 
this information for a period of 10 days for the "datr" cookie. 

In this regard Facebook also points out that the "c-user" cookie, the "xs cookie" (and the no 
longer used "Ju" cookie) play a key role in the accurate and efficient functioning of the 
Facebook service and the facilitation of the services rendered to Facebook account holders, 
while their lifespan is only 90 days. As these cookies are designed to contribute to the 
authentication and log-in process of Facebook account holders, they are never placed on 
the browsers of unregistered users and non-users, according to Facebook. 

As far as the "fr" cookie is concerned, Facebook maintains that this is also used for 
legitimate purposes, especially for advertising based on browsing behaviour, measurements 
and optimisation, which are at the core of the user experience expected by Facebook 
account holders and unregistered users. According to Facebook, these persons want 
Facebook to provide the content that i most relevant to them, while the income from 
advertising allows Fatebook to provide this adapted content without the persons involved 
having to pay for it. Once again Facebook maintains that the "fr" cookie does not enable it 
to identify the individual unregistered users and non-users, as for them (unlike for Facebook 
account holders), this cookie only contains an alphanumerical sequence that can only be 
linked to their IP address via impression logs (including social plug-ins and pixels on third
party websites). Finally Facebook also points to its "opt-out" option and to the limited 

lifespan of the "fr" cookie (90 days). 

36. 

The Privacy Commission does not dispute that Facebook has a safeguarding obligation with 
regard to the personal data it processes, which is a justified interest in the sense of Article 
S.f Privacy Act, but it rightly points out that the proposed processing would have to be 
"essential" in order to fulfil that condition and would have to weigh more heavily than the 
fundamental rights and freedoms of the party involved. "Essential" then means that the 
justified interest would be either impossible or disproportionately more difficult to achieve 
without the data processing in question. 

The court concurs with the point of view of the Privacy Commission, that the systematic 
collection of the personal data of users and non-users via social plug-ins on the websites of 
third parties is not essential (let alone "strictly essential" in the sense of Article 129 ECA), or 

account, on the one hand, the current state of technology and the costs involved in implementing the steps 
and, on the other hand, the nature of the data to be safeguarded and the potential risks." 
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at least not proportional to the achievement of the safeguarding objective, and that the 
same reasoning also applies to the admissibility reason as stated in Article 5.b Privacy Act 
with regard to Facebook account holders ("processing essential for the implementation of 
an agreement with the party involved"). 

Moreover, the aforementioned Article 4 Privacy Act requires, among other things, that such 
personal data: 

should be honestly and legitimately processed (honesty principle); 
should be obtained for well-defined and explicitly described and justified purposes and 
not further processed in a manner that, taking into account all the relevant factors, 
especially the reasonable expectations of the party involved and the applicable legal and 
regulatory stipulations, would be incompatible with these purposes (finality principle). 
adequate, relevant and not excessive, based on the purposes for which they were 
obtained or for which they were further processed (proportionality principle). 

Honest processing requires the data to be transparently obtained, not kept for longer than 
is necessary and that their later processing should not be contrary to the reasonable 
expectations of the party involved44

• The Privacy Commission rightly commented that the 
lack of information, as described above, not only hinders legally valid consent, but also the 
honest processing of personal data, where Facebook, without fully informing internet users, 
systematically and without the user taking any action (such as, for example, sharing t.he 
content of a website by using the Facebook "Share" button or marking it with the "Like" 
button) places cookies and collects other data with a view to advertising when the users 
visit the website of a third party that contains a Facebook social plug-in. Moreover, the 
court refers to what it has already detailed under "informed consent". 

The fact that Facebook, despite the "control mechanisms" described above, still places the 
"fr" cookie via its Facebook pixel and subsequently collects information via its social plug
ins. even if the party in question has explicitly indicated that it does not wish to receive any 
behavioural advertising, is moreover, as already detailed above, in conflict with reasonable 
expectations and with Article 129 ECA. 

Furthermore the court supports the view of the Privacy Commission that, once Facebook 
has placed the disputed persistent and uniquely identifying cookies (such as "c_user", "xs", 
"datr", "sb", "fr" and "lu"), the collection of persona data by means of cookies and plug-ins is 
also excessive (taking into account the purposes for which they are being processed) in the 
following cases: 

for cookies used for advertising purposes ("fr"-cookies): as soon as the party involved 
has explicitly stated that it no longer wishes to receive advertising based on its 
browsing behaviour (with the purely economic interests of Facebook not constituting 
a justification for such privacy interference); 
for cookies used for safeguarding purposes (such as "datr" and "sb"-cookies): when 
Facebook collects these in the "third-party position", i.e. on websites outside the 
facebook.com domain, without the party involved clicking on the social plug-in, as: 

it is possible to provide social plug-ins that do not transmit any information 
before the visitor to the third-party website tries to make use of the social plug-

44 
Also see D. DE BOT, Verwerking van persoonsgegevens, Antwerpen, Kluwer, 2001, p. 115. 
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37. 

in (which Facebook did until March 2015); 
the systematic collection of safeguarding cookies is inadequate as a means of 
safeguarding, as it is easy to circumvent by persons with malicious intentions 
who have the required expertise; moreover, this is specifically about the 
collection of data during visits to third-party websites outside the Facebook 
domain, without Facebook having made it plausible that an attack on the 
Facebook platform would be possible via plug-ins that are not actually used by 
users gaining access to a page outside the Facebook domain. 
the balance of interests is in favour of the visitor to the third-party website, 
taking into account the nature of the interference (which permits the collection 
of sensitive information, for example about the health or political convictions of 
individuals), the extent thereof (the plug-ins are present on a very large number 
of websites) and the duration thereof ("datr7" and "sb" cookies have a lifespan 
of no less than two years, unless the party involved - whether or not it is a 
Facebook account holder - actively removes them). This is notwithstanding the 
fact that Facebook retains the information via the social plug-ins for only a 
limited time or not at all ("datr" cookie), as the browsing behaviour is still tracked 
for a period of two years and this information can be collected. The argument of 
Facebook, that it is unable to identify the individual unregistered users, as the 
cookies are only linked to a certain browser or device and not to an individual, 
also does not hold. It was already decided before that "personal data" are the 
issue here. In practice, Facebook can make use of the browser and the uniquely 
identifying browser cookie to identify the users of the browser, now that laptops 
and smartphones (and thus also the browser) are used by only one person in the 
vast majority of cases. 

for cookies used to verify the identity of Facebook users (such as the "c_user" and 
"xs" cookies) or to log whether the person has chosen to remain logged in: when 
Facebook collects this information in the "third-party position", i.e. on websites 
outside the facebook.com domain, without the party involved clicking on the social 
plug-in, for the same reasons as indicated above. 

Facebook maintains that the Privacy Commission did not act independently in this case, as 
on the one hand it acted at the instructions and orders of a member of the Belgian 
government (formerly the State Secretary for Privacy, Bart Tommelein) and on the other 
hand only targeted Facebook and no other {Belgian) advertising networks and online 
companies that make use of similar technologies and consent mechanisms. Consequently, 
according to Facebook, all activities of the Belgian Privacy Commission, including this 
procedure, should be deemed invalid in advance, thus the demand should be declared 
unfounded for this reason alone. 

However, the court is of the opinion that there is no evidence that the Privacy Commission 
has not acted independently. According to the Privacy Act dated 8 December 1992, the 
Privacy Commission is an independent body, established within the Chamber of 
Representatives. Anyone can submit a complaint to the Privacy Commission and, according 
to the law, the Privacy Commission has the right to issue advice or recommendations at its 
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own initiative {or at the request of the government, the parliament or state authorities). The 
mere fact that a member .of the government {State Secretary for Privacy) should express 
serious concerns about the way Facebook acts - just like concerned internet users, media or 
parliament - does not mean that the Privacy Commission has acted on his instructions. 
Facebook has not provided the least evidence to support its allegations. 

In addition it is at the discretion of the Belgian Privacy Commission to determine which 
companies it wants to investigate and possibly initiate legal proceedings against. The court 
is of the opinion that there is nothing to indicate that the Privacy Commission discriminated 
against Facebook in comparison with other {Belgian) advertising networks; moreover, there 
is the question to what extent other advertising networks are "comparable" to Facebook, in 
view of the {worldwide) dominant position of Facebook. 

38. 

Facebook also maintains that the measures demanded by the Privacy Commission do not 
have their legal basis in the Privacy Act, neither explicitly nor implicitly. 

According to Face book, there would inevitably be interpretation problems if the court were 
to adopt the measures demanded in Section A {discontinuation of placement and collection 
of cookies without meeting the conditions set) and that such measures could thus not be 
linked to any fines. 

The measures in Section B {discontinuation of the provision of misleading information) and 
C {destruction of personal data in conflict with privacy legislation) can, according to 
Facebook, not be imposed by the civil court. 

Facebook is in fact of the opinion that the remedial measures demanded by the Privacy 
Commission would result in a sanctioning and fine mechanism for which the law makes no 
provision and that would only apply to Facebook. Moreover it is of the opinion that the 
Privacy Commission is requesting the court to take a decision of the regulatory kind, which 
would amount to a violation of Article 6 Judicial Code 

It cannot be derived from Article 28.3 of Directive 95/46/EC, which stipulates that each 
supervisory authority has the power to "institute legal proceedings in the event of a 
violation of national regulations instituted for the implementation of this directive, or to 
bring such violations to the attention of the court", that the power to institute legal 
proceedings should be restricted to questions of a merely declarational or interpretational 
kind, and certainly not in matters concerning the fundamental rights of the parties involved. 

As indicated above, the court is of the opinion that, under current Belgian law, the Privacy 
Commission can only exercise its authority as a Belgian supervisory body in a meaningful 
way if it can, during the course of its activities, request a Belgian judge to impose certain 
measures in accordance with Belgian law. 

The Privacy Commission rightly pointed out that it also appears from the history of Article 
32 Section 3 of the Privacy Act and the preparatory work for the Privacy Act dated 8 
December 1992 {see, among others, Documents J.1 and J.S Plaintiff) that the intention was 
that the court should be able to take a "binding" and thus enforceable decision at the 
request of the Privacy Commission as an essential complement to the Privacy Commission, 
which according to Belgian law cannot itself impose any remedial measures, such as, for 
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example, an order to "have data deleted" (see Document J.1 Plaintiff, p. 9) or - as an 
extension thereof - an order to discontinue the processing of personal data that is in conflict 
with privacy laws. 

For the sake of completeness, the court points out that the presiding judge of this court has 
previously ruled as follows in the short-track proceedings on 09/11/2015: 

"The claim does not amount to requesting a prohibition of the compilation of a profile for 
advertising purposes, but is aimed at obliging the defendants to fulfil their obligations as the 
party responsible for processing (even when collecting the datr cookie from non-Facebook 
users via social plug-ins on third-party websites. This inherently include the obligation that 
the defendants themselves should put an end to their violation of the proportionality 
principle. 

Moreover, the extent of the violations in question is massive: they do not only concern the 
violation of the fundamental rights of a single person, but of an enormous group of persons. 
There are after all innumerable internet users in Belgium who do not have a Facebook 
account, but who have at some time visited a website of the facebook.com domain and on 
whose computers a Facebook datr cookie has been placed as a result of this. The number of 
websites that contain Facebook social plug-ins amounts to several million, rendering them 
practically unavoidable. The information in question is frequently of a very sensitive nature, 
allowing, for example, health-related, religious, sexual and political preferences to be 
gauged. 

Irrespective of what happens to the data, the fact that the defendants collected data about 
the browsing behaviour of ml/lions of Belgian residents who have decided not to become 
members of Facebook's social networking site constitutes a clear violation of the privacy 
laws. 

As the violation of Articles 4 Section 1 and 5 of the Privacy Act concern Belgian public order, 
this advanced measure is not disproportional." 

The court can only concur with this point of view. 

It is correct that the court cannot be requested to interpret a legal provision without 
applying it to an actual case (Article 6 Judicial Code). The court found, however, that, based 
on the actual practices of Facebook as investigated by the Privacy Commission, which are in 
conflict with Belgian privacy laws as confirmed by the court in this ruling, the court can 
order measures to be taken to put an end to the actual violations. 

39. 

The court thus orders the discontinuation of the placement of the "c-user", "xs", "datr", 
"sb", "fr" and/or "lu" cookie (and similar cookies) and their collection, as long as Facebook 
does not bring its policy and practices in line with Belgian privacy laws, as described in detail 
in the judgement section of this ruling. 

Contrary to the claim made by Facebook, this does not need to result in interpretation 
problems. With this ruling, the court has confirmed the view of the Privacy Commission 
regarding the various violations of the privacy laws, as reflected in its recommendations. It is 
up to Facebook to adhere to these laws and it can consult with the Belgian Privacy 
Commission in this regard. 
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The court also orders discontinuation of the provision of information which could 
reasonably mislead the parties involved about the real scope of the mechanisms which 
Facebook provides to control the user of cookies by Facebook, as determined below. 

All personal data obtained in the same way in conflict with Belgian privacy laws must be 
destroyed, as demanded by the Privacy Commission and as detailed below. 

The court also concurs with the request of the Privacy Commission to publish this ruling on 
the website www.facebook.com at the defendants' cost, for a period of three months from 
the notification of this ruling, as well as to publish the judgement section of the ruling in the 
Belgian daily newspapers De Standaard, De Morgen and Het Nieuwsblad, and a translation 
of the judgement section of the ruling in French by a sworn translator, at the cost of the 
defendants, in Le Soir, La Libre Belgique and La Derniere Heure, within 15 days following 

notification of this ruling. 

The court is of the opinion that the measures imposed must be linked to a fine in order to 
exert the necessary pressure to ensure that these measures will be adhered to. In 
determining the amount of this fine, the court must primarily take into account the financial 
standing of the convicted party and the expected resistance to the implementation of the 
conviction (see among others K. WAGNER, "Dwangsom 2003- 2009" in: Flemish Conference 
at the Bar of Antwerp (ed.), In charge of proceedings. Topics in judiciary law, Ghent, Larder, 
2010, (I) 7). Taking into account that Facebook's annual profit amounts to billions, the fine 
of EUR 250,000 per day of non-adherence to each of the aforementioned measures and 
within the respectively irnposed periods is deemed to be a suitable deterrent. 

40. 

The defendants maintain that the measures can only be imposed on Facebook °Ireland, as 
this party is the only one responsible for data processing and thus the only party subject to 
the obligations resulting from the Belgian privacy laws. 

However, the court found that Facebook Inc. is (co-)responsible for the processing of the 

personal data of internet users on Belgian soil. 

Article 1 Section 4 of the Privacy Act defines the "party responsible for processing" as a 
natural or legal person, de facto association or public administration who or that defines the 
purpose and means to be used in processing personal data, either alone or together with 

others. 

If several parties define the purpose (the reasons why data processing is taking place) and 
the means used for processing, they are jointly responsible for data processing. 

In its Recommendation 1/2010, the Data Protection Group Article 29 defines the terms 
"party responsible for processing" and "processor", among other terms, as follows (see p. 

22, 23 and 37): 

"In the case of joint responsibility, the parties may be involved in the joint finding to various 
extents and their input does not need to be of equal size. Where several parties are involved, 
they may be closely linked to each other (and, for example, share all purposes and means 
used for processing) or they may be more loosely linked (and, for example, only share either 
a purpose or the means). A wide range of typologies for joint responsibility must thus be 
investigated and their legal consequences must be evaluated. Any flexibility must be 
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considered, taking into account the increasing complexity of the current nature of data 
processing. 

( ... ) 

However, the evaluation may be different if various parties should decide to set up a joint 
infrastructure in order for each party to achieve its own individual purpose. If these parties 
define the essential aspects of the means to be used when setting up the infrastructure, they 
must be regarded as jointly responsible for data processing - at least to a certain extent -
even if they do not necessarily have the same objectives. 

( ... ) 

Those who define the "purpose" of processing will (de facto) be deemed to be responsible for 
such processing. However, defining the "means" to be used for processing may be delegated 
by the party responsible for processing as for as technical or organisational aspects are 
concerned. However, essential points that play a central role in determining the legality of 
such processing - such as the question which data are to be processed, how long they need 
to be stored, who should have access to the data, etc. - must, however, be defined by the 
party responsible for processing." 

In this respect the court concurs with the analysis of the Dutch Data Protection Authority 
(NAP) in its Report dated 21/02/2017, that: 

the Facebook group is formed by Facebook Inc. and all subsidiaries (including 
Facebook Ireland and Facebook Belgium) and the decision-making authority for all 
financial transactions and operating results lies solely with the "Chief Operating 
Decision Maker" (or CEO) of Facebook Inc., giving Facebook Inc. decisive control over 
the financial means used to process the personal data of Dutch (and in the same 
sense also Belgian) users of the Facebook service; 
data processing forms the core of the Facebook group's operating model and the 
majority of the group's income (95%) results from advertising and the processing of 
personal data, so that control over the finances also involves control over the 
purpose and means of data processing. 

It appears from the documents deposited that Facebook Inc. was established in 2004 and 
that social plug-ins have been used since 2008, thus initiating data processing, while 
Facebook Ireland was only established in 2008-2009, before being put forward in 2010 (or 
only in 2012 according the NAP) as the party responsible for processing the personal data of 
users in Europe. It thus appears from the documents deposited that the new data 
processing plays a role in displaying targeted advertising based on browsing behaviour and 
app use outside the Facebook service, with the aim of increasing the worldwide income of 
the Facebook group earned from targeted advertising. 

As the Privacy Commission rightly remarked, the fact that Facebook Ireland was put forward 
"on paper" (via mutual contracts between Facebook Inc. and its subsidiary, Facebook 
Ireland, as well as in the Terms and Conditions of Use and the Data Policy) as the party 
responsible for data processing, does not detract from the fact that Facebook Inc. is still de 
facto (co-)determining the purpose and means of such processing. It appears among other 
things that Facebook Inc., in its annual financial reports, also regards European users as "its" 
users, who have an influence on "its" income and costs,' etc. The new terms and conditions 
for use were also simultaneously implemented worldwide in 2015. Furthermore, Facebook 
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Inc. has final control over the development and launching of new services, including in 

Europe, and handles the storage of all collected personal data, without only doing this "for 

the benefit of" its subsidiary Facebook Ireland (in which it is a 100% shareholder). Contrary o 

what the defendants maintain, Facebook Inc. can thus not only be regarded as the 
"processor of personal data" for Facebook Ireland, but is also a "party responsible for data 

processing". 

Given the strong economic interconnectedness between Facebook Inc., Facebook Ireland 

and Facebook Belgium, as detailed above in the analysis of the activities of the Belgian 

establishment, where the court reached the conclusion that these activities and those of the 

operator of the Facebook service are inseparably linked, the measures can also be imposed 

on the Belgian establishment, i.e. Facebook Belgium, the activities of which contribute to 

the financing of the social network site. 

The claim of the Privacy Commission is thus deemed to be founded with regard to the three 

defendants, to the extent described in the judgement section of this ruling. 

V. COSTS OF PROCEEDINGS 

41. 

Based on Article 1017 Judicial Code, any final judgement, even if it should be ex officio, 

orders the losing party to pay the costs. The voluntarily intervening party, whose claim is 

rejected as irreceivable, is ordered to pay procedural costs of EUR 1,440 to each of the 3 
defending parties. The defendants are the losing parties with regard to the plaintiff, thus the 

court orders them to pay these procedural costs to the plaintiff in respect of issuing the 

summons and placing the case on the court roll (not estimated), as well as EUR 1,440 in 

procedural costs, payable by each of the defendants. 
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THEREFORE 

THE COURT 

Finds that the regulations of the Act dated 15 June 1935 on language use in court cases, as 
amended, shall apply. 

Rules on the dispute, 

Further develops the interim ruling made on 02/11/2017, 

Declares itself internationally competent to take note of the plaintiff's claims. 

Declares the plaintiff's claim admissible. 

Declares the request for voluntary intervention inadmissible. 

Declares the plaintiff's claim to be justified as follows: 

Orders the following actions with regard to the three defendants: 

A. with regard to each internet user on Belgian soil, to desist from: 

(1) placing the "c_user", "xs", "datr", "sb", "fr" and "lu" cookie and any other 
equivalent cookie with a comparable function and use when such a user visits a 
website of the Facebook.com domain or a third-party website, unless he has first: 

(a) been clearly, comprehensively, fully and accurately informed about: 

• the circumstances in which Facebook places these cookies with him 
and then collects data; 

• the purposes for which Facebook uses these cookies; 
• the nature of the data collected by Facebook when he visits a website 

that contains a Facebook social plug-in, such as the internet address 
(URL) of the website; 

• the recipients or categories of recipients of the data thus collected; 
• the existence of his right to refusal, access and improvement; 
• the storage period of the data collected via cookies and social plug-

ins; 

(b) has freely, specifically and unequivocally agreed with both the 
placement and the use of these cookies in as far as this is not strictly 
necessary for the service explicitly requested by him; 

and, if he should log out of or deactivate his Facebook account and has not 
freely, specifically and unequivocally agreed to the continued use of these 
cookies; 

(c) has been given the option of refusing the placement of these cookies, 
in as far as this is not strictly necessary for a service explicitly requested by 
him, without his access to the Facebook.com domain being hereby limited or 
rendered more difficult; 

(2) the collection of the "c_user", "xs", "datr", "sb", "fr" and "lu" cookie and any 
other equivalent cookie with a comparable function and application, via Facebook 
social plug-ins, Facebook pixels or similar technological means on third-party 
websites in a manner that is excessive, taking into account the purposes of the 
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relevant cookies, provided that: 

(a) the systematic collection of cookies for safeguarding purposes when 
visiting websites not belonging to the Facebook.com domain is excessive if 
the party in question (1) does not have a Facebook account or is not logged 
in, and (2) does not attempt to make use of the social plug-ins (e.g. by clicking 
on them); 

(b) the systematic collection of cookies for advertising purposes when 
visiting websites not belonging to the Facebook.com domain is excessive 
when the party in question has made it clear that he does not want 
information about his browsing habits being used for advertising purposes; 

(c) the systematic collection of cookies used to verify the identity of a 
Facebook user or to register whether he has chosen to remain logged in 
when visiting web pages that do not form part of the Facebook.com domain, 
is excessive when he is not logged in, nor is attempting to make use of the 
social plug-ins (e.g. by clicking on them); 

B. with regard to each internet user on Belgian soil, discontinuing the provision of 
information which could reasonably mislead the parties involved about the real scope of the 
mechanisms which Facebook provides to control the user of cookies by Facebook; 

C. the deletion of all personal data of every internet user on Belgian soil which 
Facebook has obtained by means of cookies and social plug-ins in a manner regarding which 
discontinuation has been requested above, within a period of three months after the 
pronouncement of this ruling, under the supervision of an IT expert to be appointed by the 
parties at the cost of the defendants, as well as requiring third parties to whom such data 
have been provided to destroy these data within the same period; 

D. publication, at the cost of the defendants, of (1) this ruling in its entirety on the 
website www.facebook.com when this website is visited by an internet user on Belgian soil 
during a period of three months from the time of pronouncement of this ruling, and (2) the 
judgement part of this ruling in the Belgian daily newspapers De Standaard, De Morgen, Het 
Nieuwsblad and, following translation into French by a sworn translator at the cost of the 
defendants, in the following French-language daily newspapers: Le Soir, La Libre Belgique 
and La Derniere Heure, within 15 calendar days following the pronouncement of this ruling. 

Orders, at the expense of the defendants, i.e. Facebook, Inc., Facebook Ireland and 
Facebook Belgium, in solidum, and to the benefit of the plaintiff, acting on the basis of 
Article 32, §3 of the Privacy Act dated 8 December 1992, the payment of a fine amounting 
to EUR 250,000 per calendar day delay in the execution of any measure imposed at the time 
of this ruling, up to a maximum of EUR 100,000,000. 

Sentences the voluntary intermediate party to pay each of the defending parties litigation 
fees amounting to EUR 1,440.00 (EUR 4,320 in total). 

Sentences the defending parties in solidum to pay the plaintiff, acting on the basis of Article 
32, §3 of the Privacy Act dated 8 December 1992, the citation fees (not estimated) and each 
of them to pay the claimant litigation fees amounting to EUR 1,440.00 (EUR 4,320.00 in 
total). 

Thus pronounced at a public session on 16 February 2018 in accordance with Article 782a, 
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Section 1, Judicial Code, by . the presiding judge, assisted by the registrar, of the 24th 
chamber of the Flemish Court of First Instance in Brussels, which, for the purposes of this 
ruling, was comprised of: 

Mr Ph. Joos deter Beerst, vice-president, 

Ms K. Vereist, judge, 

Ms D. Fransens, judge, 

Ms L. DEMESMAEKER, appointed registrar. 

VERELST JOOS DETER BE ERST 

Pour traduction conforme vers l'anglais du texte original redige en neerlandais. 
Fait a Bruxelles, le 26 mars 2018 . 

Le traducteur jure pres le tribunal de 1 ere instance a Bruxelles, Jean-Franc;:ois MAG HE 

For true and correct translation in English of the original drawn up in Dutch. 
Made in Brussels on 26th March 2018. 

The sworn translator acknowledged by the Court of 1st Instance of Brussels, Jean-Franc;:ois MAG HE 

J- F MAGHE 
TRADUCTEUR JURE PRES 
LE TP I DE BRUXELLES 

Dutch-language Court of First Instance in Brussels -AR 2016/153/ A 75 




